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REGULATION OF INVESTIGATORY
POWERSACT 2000

EXPLANATORY NOTES

INTRODUCTION

1

These explanatory notes relate to the Regulation of Investigatory Powers Act which
received Royal Assent on 28 July 2000. They have been prepared by the Home Office
in order to assist the reader in understanding the Act and have not been endorsed by
Parliament.

The notes need to be read in conjunction with the Act. They are not, and are not meant
to be, a comprehensive description of the Act. So where a section or part of a section
does not seem to require any explanation or comment, noneis given.

SUMMARY AND BACKGROUND

3.

Themain purpose of the Act isto ensurethat the relevant investigatory powers are used
in accordance with human rights. These powers are:

the interception of communications;

the acquisition of communications data (eg billing data);

intrusive surveillance (on residential premises/in private vehicles);
covert surveillance in the course of specific operations;

the use of covert human intelligence sources (agents, informants, undercover
officers);

access to encrypted data.

For each of these powers, the Act will ensure that the law clearly covers:

the purposes for which they may be used;
which authorities can use the powers;

who should authorise each use of the power;
the use that can be made of the materia gained;
independent judicial oversight;

ameans of redress for the individual.

Not all of these mattersneed bedealt withinthisAct—in many casesexisting legislation
already coversthe ground. The Act will work in conjunction with existing legisation,
in particular the Intelligence Services Act 1994, the Police Act 1997 and the Human
Rights Act 1998.
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OVERVIEW

6.

The Actisin five parts.

I nterception of Communications and the Acquisition and Disclosure of
Communications Data

7.

The existing arrangements for the interception of communications are established in
the Interception of Communications Act 1985. Significant changes to that Act were
proposed in the Consultation Paper “Interception of Communications in the United
Kingdom” (CM 4368) published on 22 June 1999.

This Act repeals the 1985 Act and provides for a new regime for the interception of
communications incorporating the changes proposed in the consultation paper. These
changes go beyond what is strictly required for human rights purposes and provide also
for the changed nature of the communications industry since 1985.

The provisions also implement Article 5 of Council Directive 97/66 of 15 December
1997, known as the “ Telecommunications Data Protection Directive’, which requires
member states to safeguard the confidentiality of communications.

Surveillance and Covert Human I ntelligence Sources

10.

This Part provides a statutory basis for the authorisation and use by the security
and intelligence agencies, law enforcement and other public authorities of covert
surveillance, agents, informants and undercover officers. It will regul ate the use of these
techniques and safeguard the public from unnecessary invasions of their privacy.

I nvestigation of Electronic Data Protected by Encryption etc

11.

12.

This Part contains provisions to maintain the effectiveness of existing law enforcement
powers in the face of increasing crimina use of encryption. Specificaly, it will
introduce a power to require disclosure of protected (encrypted) data.

Thefirst consultation on this subject was undertaken by the previous administration in
March 1997. A broader consultation “Building Confidence in Electronic Commerce:
A Consultation Document” was launched on 5 March 1999 (URN 99/642). Finally,
provisions very similar to these were published as Part |1l of the draft Electronic
Communications Bill issued for consultation on 23 July 1999 (CM 4419).

Scrutiny of I nvestigatory Powers and Codes of Practice

13.

14.

15.

This Part ensures that there will be independent judicial oversight of powers where
necessary.

It also establishes a Tribunal as a means of redress for those who wish to complain
about the use of the powers.

Finaly, it provides for the Secretary of State to issue Codes of Practice covering the
use of the powers covered by the Act.

Miscellaneous and Supplemental

16.

17.

This Part makes minor amendments to Wireless Telegraphy Act 1949, Part I11 of the
Police Act 1997 in the light of operational experience and extends those provisions to
the Ministry of Defence Police, the British Transport Police and the Service Police.

Both the Police Act 1997 and the Intelligence Services Act 1994 are amended to ensure
authority is given for interference with property or wireless telegraphy only where it
is proportionate to do so.



These notes refer to the Regulation of Investigatory Powers
Act 2000 (c.23) which received Royal Assent on 28 July 2000

COMMENTARY ON SECTIONS

Section 1: Unlawful and authorised interception

18.

19.

20.

This Section creates the offences of unlawful interception and a separate civil liability
for unlawful interception, explains the locations and circumstances in which each is
applicable, and the circumstances in which interception is lawful.

Subsection (1) sets out the circumstances in which interception of a communication
being transmitted by a public postal service or public telecommunication system is a
crimina offence. The offenceis similar to that created by Section 1 of the Interception
of Communications Act 1985, which this Act repeals.

“ Public postal service” and“ public telecommunication system” are defined in Section
2(1).

There is an exception for conduct with “lawful authority”, as to which see
subsection (5). For territorial limitation, see section 2(4).

Subsection (2) sets out the circumstances in which interception of a communication
being transmitted by a private telecommunication system is an offence. The 1985 Act
contains no equivalent of this offence. There is an exclusion for the circumstances set
out in subsection (6), to which this subsection refers. However, interceptions in those
circumstances give rise to acivil liability, asto which see subsection (3).

“Private telecommunication system” isdefined in Section 2(1).

Thereisan exception for conduct with “lawful authority”, asto which see
subsection (5). For territorial limitation, see section 2(4).)

21.

22.

23.

Subsection (3) creates civil liability for unlawful interception on a private
telecommunications network, the locations at which theliability appliesand the persons
who may bring an action under this subsection, namely the sender, recipient or intended
recipient. For example, where an employee believes that their employer has unlawfully
intercepted a telephone conversation with athird party, either the employee or the third
party may sue the employer.

There is an exception for conduct with “lawful authority”, as to which see
subsection (5). Particularly relevant to this liability are the regulations that may be
made under Section 4(2). For territorial limitation, see section 2(4).

Subsection (4) applies to international agreements on mutual assistance in connection
with the interception of communications which are designated under this subsection
by an order made by the Secretary of State (negative resolution, see Section 78). This
will enable the United Kingdom to comply with the interception provisions in the
Convention on Mutual Assistance in Criminal Matters between the Member States of
the European Union. Although no similar agreements are currently under negotiation,
this subsection will provide flexibility for the future.

In respect of agreements designated by this order, this subsection requiresthe Secretary
of State to ensure that no request for mutual assistance to intercept communications,
or in connection with interception, is made unless it has lawful authority. “Lawful
authority” has the meaning given by subsection (5); in practice, for the purposes of
the Convention referred to above, this means that the Secretary of State must issue an
interception warrant under Section 5(1)(b) prior to any request for mutual assistance.

" International mutual assistance agreement” isdefined in Section 20

24,

Subsection (5) explains the circumstances in which interception of communicationsis
lawful, and where the offences and the liability created in subsections (1), (2) and (3) do
not therefore apply. These arewheretheinterceptionisnot authorised by aninterception
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26.
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warrant yet falls into one of the exceptions described in Sections 3 or 4 (for example
where all parties to the communication consent to the interception); where there is an
interception warrant; or where an existing statutory power is used in order to obtain
stored communications. The latter case covers circumstances where, for example, a
person has been arrested in possession of a pager, and the police have reason to believe
that the messages sent previously to that pager may be of assistance in the case. In this
case they would be able to seek from a circuit judge an order under Schedule 1 to the
Police and Criminal Evidence Act 1984 for the stored data to be produced.

Subsection (6) explains the circumstances in which interception falls outside the scope
of the criminal offenceintroduced by subsection (2). This conduct attracts civil liability
by virtue of subsection (3). Essentially, subsection (6) allows a person with aright to
control a private telecommunication network to intercept on their own network without
committing an offence. Examples of this type of activity are an individual using a
second handset in a house to monitor a telephone call, and a large company in the
financial sector routinely recording calls from the public in order to retain a record of
transactions. Each of those cases may or may not give rise to civil liability, depending
on the application of sections 3 and 4.

Subsection (7) specifies the maximum penaltiesfor the offences created by this section.
The statutory maximum referred to in paragraph (b) is currently £5000. There is no
upper limit to afine on conviction in the Crown Court.

Section 2: Meaning and location of “interception” etc

27.

28.

This Section sets out the definitions of telecommunications and postal services and
systems relevant to the Act, and assists in the interpretation of interception and other
related matters. For the interpretation of other terms used in Chapter | of Part |, see
sections 20 and 81.

“ Privatetel ecommunication system’” isdefined asany telecommunication systemwhich
is not a public telecommunication system; but is attached to such a system. This
means that an office network, linked to a public telecommunication system by a private
exchange, isto betreated as a private system. Interception of such a system other than
by the system controller or with his consent is a criminal offence. An entirely self-
standing system, on the other hand, such as a secure officeintranet, does not fall within
the definition.

Subsection (2) explains what congtitutes the interception of a communication in the
course of its transmission by means of atelecommunication system. Thisisrelevant to
the criminal offence and the civil liability in Section 1; and to the issuing of a warrant
by the Secretary of State which authorises or requires interception in Section 5. There
is no equivalent definition for postal interception.

“Wireless telegraphy” and “ apparatus’ are defined in Section 81.

For “while being transmitted”, see subsection (7).

29.

30.

31.

The exclusion in subsection (3) for communications broadcast for general reception
covers television and radio. It does not extend to pager or mobile phone signals; the
interception of those communications is governed by the Act.

Subsection (4) explains how the territorial limitation worksin Section 1(1), (2) and (3),
each of which extends only to interception “at any place in the United Kingdom™.

Subsection (5) excludesfrom the definition of interception in subsection (2) any conduct
which relates only to the traffic data comprised in or attached to a communication
(expanded in subsection (9)), or which relates only to so much of the content of the
communication as is necessary in order to identify this traffic data.
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33.

35.
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Subsection (7) expands the phrase “while being transmitted”, which is used in the
tailpi ece of subsection (2). Thetimeswhen acommunication istaken to bein the course
of its transmission include any time when it is stored on the system for the intended
recipient to collect or access. This means that an interception takes place, for example,
where an electronic mail message stored on a web-based service provider is accessed
so that its contents are made available to someone other than the sender or intended
recipient, or where a pager message waiting to be collected is accessed in that way.
However, if astored communication isaccessed in thisway, that conduct may belawful
by virtue of Section 1(5)(c).

Subsection (9) sets out the meaning of “traffic data’. It covers, for example, subscriber
information under paragraph (@), and routing information under paragraph (b).
Paragraph (c), which must be read with subsection (10) (which operates on
subsection (5)), addresses what is commonly referred to as “dia through fraud”. It
covers, for example, data entered by a user seeking to arrange for atelephone call to be
accepted and routed by a telecommunication system. Finally, paragraph (d) catchesthe
datawhich isfound at the beginning of each packet in apacket switched network which
indicates which communications data attaches to which communication. The tailpiece
to the definition puts beyond doubt that in relation to internet communications, traffic
data stops at the apparatus within which files or programs are stored, so the traffic data
may identify a server but not awebsite or page.

The tailpiece to the definition puts beyond doubt that in relation to internet
communications, traffic data stops at the apparatus within which files or programs are
stored, so the traffic may identify a server but not awebsite or page.

In subsection (10), paragraph (a) is explained above. Paragraph (b) ensures that the
references to data being attached to a communication in subsection (5) include data
which may not be transmitted simultaneously with the contents of that communication;
for example, the data which identifies the number of the person making a telephone
call (the calling line identifier).

Section 3: Lawful interception without an interception warrant

36.

37.

38.

39.

40.

This Section authorises certain kinds of interception without the need for a warrant
under Section 5, namely where one or more parties to acommunication have consented
to the interception, conduct is in relation to the provision or operation of services, or
conduct takes place with the authority of a person designated for the purposes of the
Wireless Telegraphy Act 1949.

Subsection (1) authorises interception where there are reasonabl e grounds for believing
that both the sender and the intended recipient of a communication have consented to
itsinterception.

Subsection (2) authorises interception where:

» either the sender or intended recipient of a communication has consented to its
interception; and

» theinterception has been authorised under Part |1 (see Section 48(4)).

This situation might arise where a kidnapper is telephoning relatives of a hostage,
and the police wish to record the call in order to identify or trace the kidnapper. The
operation will be authorised as surveillance, rather than by means of an interception
warrant.

Subsection (3) authorisesinterception whereit takes place for the purposes of providing
or operating a postal or telecommunications service, or where any enactment relating
to the use of aserviceisto be enforced. Thismight occur, for example, where the postal
provider needsto open a postal item to determine the address of the sender because the
recipient’s address is unknown.
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Subsection (4) authorisesinterception whereit is authorised by adesignated person and
isundertaken for purposes connected with certain parts of the Wireless Telegraphy Act
1949. Section 5 of that Act, as amended by Section 73 of this Act, makes provision for
interception of wireless telegraphy under the Secretary of State’s authority.

For “ designated person”, see Section 5(12) of the 1949 Act, inserted by Section 73.

Section 4: Power to provide for lawful interception

42.

43.

45.

46.

47.

This Section lists the cases where a power may be exercised to provide for lawful
interception without the need for a warrant under Section 5: under an international
mutual assi stance agreement; under regulations made by the Secretary of Stateto permit
certain kinds of interception in the course of lawful business practice; under prison
rules; in hospital premises where high security psychiatric services are provided; and
in state hospitals in Scotland.

Subsection (1) enables the Secretary of State to make regulations specifying the
conditions under which communication service providers may be authorised to
use telecommunications systems located in the United Kingdom to intercept the
communications of subjects on the territory of another country in accordance with the
law of that country. The effect of paragraphs (d) and (e) is that regulations must be
in operation before interception is authorised under this subsection. This subsection
applies only where the subject of the interception is in the country whose competent
authorities issued the interception warrant. The inclusion of the phrase “or who the
interceptor has reasonable grounds for believing isin a country or territory outside the
United Kingdom” reflectsthe fact that it will not always be possible to be certain about
the precise location of the interception subject.

In practice, the “interceptor” is likely to be a communication service provider located
in the UK which is either providing a public telecommunications service to another
country or is in a business relationship with another communication service provider
providing such aservice.

This subsection will alow the United Kingdom to comply with Article 17 of the
Convention on Mutual Assistance in Crimina Matters between the Member States
of the European Union. This Article is intended to alow operators of satellite
communications systems to use a ground station in one Member State to facilitate
interception using a“ service provider” (in practice, acommunications service provider
whichisinabusinessrelationship with the satellite operator) located in another Member
State. The “service provider” and the subject of interception are required to be in the
same Member State.

Subsection (2) makesprovision for the Secretary of Stateto make regulationsdescribing
thekindsof interception whichitislawful to carry out inthe course of the carrying on of
abusiness. Article 5 of Directive 97/66/EC (the Telecommunications Data Protection
and Privacy Directive) exempts from its prohibition on interception.

““Any legally authorised recording of communicationsin the course of lawful business
practice for the purpose of providing evidence of a commercial transaction or of any
other business communication”.

Subsection (4) makes reference to prison rules. Sections 47 and 39 of the respective
Actsprovidefor the Secretary of Stateto make rulesfor the regul ation and management
of prisons and similar institutions, and for the classification, treatment, employment,
discipline and control of people detained in them. The rules must, by virtue of section 6
of the Human Rights Act 1998, be compatible with the Convention rights.

For “prison”, see subsection (9).

48.

Subsection (5) makes reference to directions under section 17 of the National Health
Service Act 1977. Under section 4 of that Act the Secretary of State has a statutory
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duty to provide hospital services for persons who are liable to be detained under the
Mental Health Act 1983 and in his opinion require treatment under conditions of
high security on account of their dangerous, violent or crimina propensities. Under
section 17 the Secretary of State may give directions to NHS bodies providing high
security psychiatric services about their exercise of any functions. The directions must
be compatible with Convention rights.

“High security psychiatric service” and “ hospital premises’ are defined in
subsection (8)

49, Subsection (6) makes equivalent provision for the state hospitals in Scotland.
"state hospital” is defined in subsection (18)

Section 5: I nterception with a warrant

50. This section allows for interception to be carried out when an interception warrant has
been issued by the Secretary of State and sets out the grounds on which awarrant may
be issued.

For “addressed" see section 7(3)

51. Subsection (1)(a) authorises the interception of communications sent by means of a
postal service or telecommunication system.

“Interception” isdescribed in Section 2.

52. Subsection (1)(b) alows the Secretary of State to issue an interception warrant for the
purpose of making a request for assistance under an international mutual assistance
agreement designated under Section 1(4).

53. Subsection (1)(c) allows the Secretary of State to issue an interception warrant for
the purpose of complying with a request for assistance under an international mutual
assistance agreement designated under Section 1(4).

54, Subsection (1)(d) allows for the disclosure of intercepted material and related
communications data in a manner described by the warrant.

“Postal service” and “telecommunications system” are defined in Section 2(1).

“ Related communications data”, “ intercepted material” and “ international mutual
assistance agreement” are defined in Section 20.

55. Subsection (2) requiresthat the Secretary of State may not issue an interception warrant
unless he is satisfied that the warrant is necessary on grounds set out in subsection (3).
Subsection (2)(b) introduces a proportionality test. Proportionality, under Convention
case-law, is an essential part of any justification of conduct which interferes with an
Article 8 right.

56. Subsection (3) sets out the grounds on which the Secretary of State may issue warrants.
He may not do so unless he considers that the warrant is necessary on one of those
grounds. It would not therefore be sufficient for him to consider that a warrant might
be useful in supplementing other material, or that the information that it could produce
could be interesting. The word ‘necessary’ reflects the wording of Article 8 of the
Convention — “necessary in ademocratic society”.

57. Subsection (3)(a) “in the interests of national security” isthe term used in Article 8 of
the Convention. “National security” is not defined in the Act, asit is not in any other
legislation in which it is used.
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Subsection (3)(b) “for the purpose of preventing or detecting serious crime”’. This
reflects the provision in Article 8 “for the prevention of disorder and crime”, but is
qualified by the word “serious’.

“Serious crime” isdefined in section 81(2) and (3)

" Detecting crime” isdefined in section 81(5)

59.

60.

61.

62.

63.

Subsection (3)(c) “for the purpose of safeguarding the economic well-being of the
United Kingdom”. Thisprovision should beread in conjunction with Section 5(5) which
introduces a significant limitation on its effect. Under Section 5(5) the Secretary of
State is prevented from considering a warrant necessary under Section 5(3)(c) unless
the information to be acquired under it is information relating to acts or intentions of
persons outside the British Islands. A warrant could not therefore properly beissued in
relation to purely domestic events. Aswith the other purposes for which interceptionis
permitted, Section 5(3)(c) closely reflects the wording of Article 8 of the Convention,
though thetermin Article 8 isunderstood to have abroader meaning and would include,
for example, the protection of tax revenues. The limitation imposed in Section 5(5) is
not found in the Convention.

Subsection (3)(d) ensures that the Secretary of State will not issue an interception
warrant for the purpose of an international mutual assistance agreement designated
under Section 1(4) unless he is satisfied that the circumstances are equivalent to those
in which he would issue awarrant for the prevention or detection of serious crime.

“International mutual assistance agreement” is defined in Section 20: it must be
designated for the purposes of section 1(4).

Subsection (4) requires the Secretary of State to take account of other means of
obtaining information when considering whether the requirements of subsection (2) are
satisfied.

Subsection (6)(a) provides for the interception of such other communications (if any)
asit is necessary to intercept in order to intercept the communications authorised by

the warrant. This provides for situations where other communications are unavoidably
intercepted in the course of intercepting the warranted communications.

Subsection (6)(b) allows for related communications data to be obtained during
the course of interception. For example, this could cover the actions of a provider
of communications services in effecting the requirements of a warrant where the
intercepted material comprises both communi cations and related communi cations data.

Subsection (6)(c) allows for assistance in giving effect to the warrant to be provided to
a person to whom the warrant is addressed; for example, by a person listed in Section
11(4).

Section 6: Application for issue of interception warrants

65.

Section 6 describes the persons who may apply for warrants.

Section 7: I'ssue of warrants

66.

67.

Section 7 describes the persons who may sign interception warrants and the
circumstances in which they may do so.

The combined effect of subsections (1) and (2) is that the warrant must be signed by
the Secretary of State unlessthe caseiseither urgent or the purpose isto comply with a
request for mutual assistance where the subject of the interception or the premises and
the competent authority making the request are outside the United Kingdom.


http://www.legislation.gov.uk/id/ukpga/2000/23/section/20
http://www.legislation.gov.uk/id/ukpga/2000/23/section/1/4
http://www.legislation.gov.uk/id/ukpga/2000/23/section/6
http://www.legislation.gov.uk/id/ukpga/2000/23/section/6
http://www.legislation.gov.uk/id/ukpga/2000/23/section/7
http://www.legislation.gov.uk/id/ukpga/2000/23/section/7
http://www.legislation.gov.uk/id/ukpga/2000/23/section/7/1
http://www.legislation.gov.uk/id/ukpga/2000/23/section/7/2

68.

69.

These notes refer to the Regulation of Investigatory Powers
Act 2000 (c.23) which received Royal Assent on 28 July 2000

In urgent cases a warrant may be signed by a senior official. The procedure in urgent
cases has three elements:

» the senior official who signs the warrant must be expressly authorised by the
Secretary of State to do so (under subsection (2(a)));

* that express authorisation must be in relation to that particular warrant
(subsection (2)(a)); and

e under subsection (4)(a) the official who signs the warrant must endorse on it a
statement that he has been expressly authorised by the Secretary of State to sign
that particular warrant.

Thus, even where the urgency procedure applies, the Secretary of State must havegiven
personal consideration to the application in order to giveinstructionsto asenior official
for the signing of that particular warrant, which will be limited in duration to five
working days (see section 9(1) and (6)(a)).

“Senior official” isdefined in Section 81(1).

“International mutual assistance agreement” isdefined in Section 20.

70.

71.

72.

73.

Subsection (2)(b) allows an interception warrant to be issued under the hand of a
senior officia for the purpose of complying with a request for mutual assistance
under an international mutual assistance agreement (designated under Section 1(4)) in
circumstancesin which the subject of theinterception or the premisesand the competent
authority making the request are outside the United Kingdom.

Thiswill allow the United Kingdom to comply with the requirementsof Article 16 of the
Convention on Mutual Assistancein Criminal Matters. Article 16 includesthe situation
where the United Kingdom is requested to issue an interception warrant to the operator
of a satellite ground station in the United Kingdom for the purpose of intercepting
a satellite telephone being used on the territory of another Member State. Article 16
enables such warrants to be issued by the requested Member State (in this case, the
United Kingdom) "without further formality" provided the competent authorities of the
regquesting Member State have already issued an interception order against the subject of
interception. Since no decision is being made on the merits of the case, and the purpose
of the warrant is solely to require the satellite operator to provide technical assistance
to the other Member State, it is considered appropriate for these warrants to be issued
by senior officials rather than the Secretary of State.

Subsection (3) specifies to whom the warrant must be addressed (see list in Section
6(2)) and that in the case of awarrant under the hand of a senior official it contains one
of the statementsin subsection (4). The statement in subsection (4)(a) relates to urgent
cases and is explained above.

Subsection (4)(b) applies only in cases where the warrant is issued in connection
with a request made under an international mutual assistance agreement. It ensures,
in conjunction with subsection (5), that a statement of the purpose of the warrant is
recorded, including the fact that it appears, at the time of the issue of the warrant, that
the interception subject is outside the United Kingdom.

Section 8: Contents of warrant

74.
75.

This Section describes the two different forms which awarrant may take.

Subsections (1)(a) and (b) require that either the person or the set of premises to be
intercepted is named or described on the face of the warrant.
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“Person” isdefined in Section 81(1).

“Interception” is described in Section 2.

76.

Subsections (2) and (3) require that a warrant must include one or more schedules
describing which communications are to be intercepted. The schedule or schedules
will do this by setting out the addresses (for example, telephone numbers or e-
mail addresses), numbers, apparatus or other factors, or combination of factors. By
subsection (3), each factor or combination of factors must identify communications
which are or are likely to include communications from or intended for the person
described in the warrant, or originating on or intended for transmission to the premises
named in the warrant.

“Communication” isdefined in section 81(1).

7.

78.

79.

80.

Subsection (4) describes a second form which warrants may take. It applies if the
conditions in subsections (4)(a) and (b), are met.

Subsection (4)(a) confinesthe conduct authorised or required by the warrant to conduct
falling within subsection (5).

Subsection (4)(b) requiresthat at the time when the Secretary of Stateissuesthe warrant
there must be in existence acertificate certifying the description of intercepted material
the examination of which he considers necessary asis mentioned in section 5(3)(a), (b)
or (c) — namely the purposes for the issue of warrants other than the one relating to
international mutual assistance agreements. The effect of this subsection is to require
the Secretary of Stateto authorise acertificate describing theintercepted material which
falls properly within the purpose and may therefore be read, looked at or listened to
by any person. No other intercepted material, though the communications are lawfully
intercepted, may be so examined. The materia authorised for examination is therefore
subject to Ministerial control.

Subsection (5)(a) covers conduct that consistsin the interception of communicationsin
the course of their transmission by atelecommunication system. The effect of thisisto
limit warrants under this provision to telecommunication, and to exclude postal items.
These communications must also be external communications, i.e. sent or received
outside the British Idands.

“External communications’ isdefined in Section 20.

81.

82.

Subsection (5)(b) covers conduct authorised by an interception warrant by Section 5(6).
See Explanatory Notes for Section 5(6)(a) to (c).

Subsection (6) requiresacertificateto beissued under the hand of the Secretary of State.
The control exercised through the certificate has therefore to be a personal Ministerial
one. Thereisno provision for delegation of this power to officials, even in urgent cases.

Section 9: Duration, cancellation and renewal of warrants.

83.
84.

Section 9 provides for the issue, duration and renewal of warrants.

Subsection (1)(a) states that a warrant ceases to have effect at the end of the relevant
period unless renewed under the power in subsection (1)(b). A renewal instrument must
be issued under the hand of the Secretary of State unless the warrant was issued under
Section 7(2)(b), inwhich casethe renewal instrument may beissued by asenior official.
Section 7(2)(b) appliesto cases in which the warrant isissued to comply with arequest
for mutual assistance where the subject of interception or the relevant premises and the
competent authority making the request are outside the United Kingdom.
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“Relevant period” isdefined in subsection (6).

“Working day” isdefined in section 81(1).

85.

86.

87.

88.

89.

90.

91.

Subsection (2) adds a condition that the Secretary of State may only renew a warrant
under subsection (1) if he considers that the warrant continues to be necessary as
mentioned in Section 5(3) (in the interests of national security, for the purpose of
preventing or detecting serious crime, for the purpose of safeguarding the economic
well-being of the UK or for the purpose, in circumstances appearing to the Secretary
of State to be equivalent to those in which he would issue a warrant by virtue of
paragraph (b), of giving effect to the provisions of any international mutual assistance
agreement).

Subsection (3) requires the Secretary of State to cancel a warrant at any time if he
considersthat it is no longer necessary as mentioned in Section 5(3).

Subsection (4) requires the Secretary of State to cancel a warrant where the warrant
or renewal instrument was issued under the hand of a senior official on the basis that
the subject of the interception was outside the United Kingdom, but the Secretary of
State is satisfied that the subject is now in the United Kingdom. For the interception to
continue in such circumstances, a new warrant will need to be issued by the Secretary
of State himself.

Subsection (5) applies to renewal instruments issued under the hand of a senior
official for the purpose of renewing a warrant issued to comply with a request for
mutual assistance where the subject of interception and the competent authority making
the request are outside the United Kingdom. In such cases, the renewal instrument
must contain a statement that the interception subject or the premises to which the
interception relates are outside the United Kingdom.

Subsection (6)(a) appliesto warrantsissued under the urgency procedurein section 7(2)
(8). Such warrants last for a maximum of five working days following the day of the
warrant’ s issue. Thus awarrant issued in this way at any time on day one will expire
at midnight on the fifth working day after day one. If renewed under the hand of the
Secretary of State within five working daysawarrant initially issued under the urgency
procedure then falls within subsection (6)(c) and is valid for three months beginning
with the day of the renewal.

Under subsection (6)(b) the relevant period is six months, beginning with the day of the
warrant’ srenewal. Theresult of thisisthat warrants the renewal of which isconsidered
necessary as mentioned in section 5(3)(a) (in theinterests of national security) or (c) (for
the purpose of safeguarding the economic well-being of the UK) lapse unless renewed
by the Secretary of State within a period of six months.

Under subsection (6)(c) the relevant period is three months beginning with the day
of the warrant’s issue or, in the case of a warrant that has been renewed, of its latest
renewal. Theeffect of thisisthat all new warrants, and all warrantsthe renewal of which
is considered necessary as mentioned in section 5(3)(b) (for the purpose of preventing
or detecting serious crime), are valid for three months from the day of the warrant’s
issue or renewal.

“International mutual assistance agreement” isdefined in Section 20.

Section 10: Modification of warrants and certificates

92.

93.

Section 10 sets out the circumstances in which warrants and certificates may be
modified and by whom this may be done.

Subsection (1)(a) givesthe Secretary of State the power to modify the provisions of an
interception warrant.
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95.

96.

97.

98.

99.

100.
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Subsection (1)(b) gives the Secretary of State the power to modify the description of
interception material specified in a Section 8(4) certificate so asto include any material
the examination of which he considers necessary for a purpose mentioned in Section
5(3)(a), (b) or (c) (in the interests of national security, for the purpose of preventing
or detecting serious crime, for the purpose of safeguarding the economic well-being
of the UK).

Subsection (2) requires the Secretary of State to modify a schedule if at any time
he considers that any factor in the schedule is no longer relevant for identifying
communications from, or intended for, the person named or described in the warrant
or the communications originating on or intended for transmission to the premises so
named or described. The modification is to take the form of the deletion of the factor
in question. This provision is the modification equivalent of the cancellation provision
in Section 9(3).

Subsection (3) requiresthe Secretary of Stateto modify the descriptionin acertificateif
at any time he considers that it includes material the examination of which isno longer
necessary for the purposes mentioned in section 5(3)(a) to (c). The modification is to
take the form of the exclusion of the material in question.

Subsection (4) allowsonly the Secretary of State or asenior official to modify awarrant
or certificate subject to subsections (5) to (8).

By subsection (5), a senior official may only modify the unscheduled parts (explained
in subsection (10) below) of an interception warrant in an urgent case where the official
is expressly authorised by the Secretary of State himself to make the modification and
astatement of that fact is on the modifying instrument. Thisis the same as the urgency
procedure for the issue of warrants.

The restriction in subsection (5) does not apply to the scheduled parts of a warrant,
which may therefore be modified without each modification being referred personally
to the Secretary of State. Such modifications shall be valid for five working days —
see subsection (9). But subsection (6) restricts the senior officials who may modify
the scheduled parts of a warrant by prohibiting those listed in Section 6(2) or their
subordinates from making modifications under this provision. Theintention isthat this
function will only be exercised by senior officials in the department of a Secretary of
State.

Subsection (7) requiresthat asenior official may only modify asection 8(4) certificatein
an urgent case where the official is expressly authorised by the provisions contained in
the certificate to modify the certificate on the Secretary of State’' sbehalf or the Secretary
of State has expressly authorised the maodification and a statement of that fact is on the
modifying instrument. Again such modifications shall be valid for five working days
— see subsection (9).

Subsection (8) is a separate power to that provided by subsection (4). It permits the
persons listed in Section 6(2) or any of their subordinates, where they are expressly
authorised by the warrant, to make urgent modifications to the scheduled parts of an
interception warrant. Again such modifications shall be valid for five working days —
see subsection (9).

"Working day" isdefined in Section 81(1).

102.

Subsection (10) explains what is meant by modifying the scheduled or unscheduled
parts of an interception warrant.

Section 11: Implementation of warrants

103.

This Section addressesthe question of how an interception warrant may beimplemented
once it has been authorised, and the role of different people within this process.
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Subsection (1) allows the interception to be carried out either by the person to whom
the warrant is addressed (ie where it istechnically feasible, by the intercepting agency
itself), or by other persons providing assistance in the implementation.

For “provide assistance”, see subsection (9).

105.

106.

107.

108.
109.

110.

111

112.

Subsection (2). Where an intercepting agency requires another person to assist it in
implementing an interception, it islikely that the person providing assistance will wish
to be satisfied that thereisan interception warrant in existence. Thissubsection provides
for this, allowing the intercepting agency to provide either a copy of the warrant or to
make arrangements whereby a copy is provided.

Subsection (3). Where a copy of awarrant is served upon a person providing assistance
in accordance with subsection (2), this subsection alows the intercepting agency to
restrict the disclosure of the warrant to just that material which the person providing
assistance needs to see in order to satisfy themselves that their actions are authorised.
Most commonly this may involve acommunications service provider only being shown
the front of the warrant (showing the name of the person to be intercepted) and the
specific schedule which identifies the communications which they are being asked to
provide assistance in intercepting.

Subsection (4) states that where a person providing a communications service is
required to give assistance in accordance with an interception warrant, they must do
everything required of them by the person to whom the warrant is addressed in order to
give effect to the warrant. As to what the warrant authorises or requires, see Section 5.

Subsection (5) ensures that no unreasonable demands are made of service providers.

Subsection (6) explains that that where a service provider has had an obligation to
provide an intercept capability imposed upon them under Section 12, it is reasonable
to expect them to be able to provide assistance with an intercept up to the level of the
imposed capability.

Subsection (7) creates a criminal offence of knowingly failing to comply with a
reguirement to provide the required assi stance in implementing an interception warrant.
It goes on to specify the maximum penalties which a person who isfound guilty of this
offence may be sentenced to. On the statutory maximum, see the note for Section 1(7).

Subsection (8) also allows the Secretary of State to take civil proceedings against a
person who fails to provide the required assistance under subsection (4) in order to
compel him to provide such assistance by means of, inter alia, an injunction or other
appropriate relief.

Subsection (9) explains that the term "provision of assistance” includes the actual
disclosure of the intercepted material and related communications data to the person to
whom the warrant is addressed (or his representative).

Section 12: Maintenance of interception capability

113.

114.

This section provides a power allowing the Secretary of State to impose obligations
upon providers of publicly available communication services to maintain a reasonable
intercept capability.

Subsection (1) provides the mechanism by which the Secretary of State may set out
a framework for obligations upon persons providing or planning to provide public
postal services or public telecommunications services. The Secretary of State will do
this through an order (affirmative resolution, see subsection (10)) which lays out the
obligationswhich he believes are reasonabl e, with the aim of ensuring that providersare
capable of giving assistance in the implementation of interception warrants. The order
itself will not impose specific requirements on providers but will describe in general
terms the kind of intercept capability which they may be required to provide.
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For the meaning of “ public postal service” and “ public telecommunications service” ,
see Section 2(1). But see also Section 12(4), which limitsthe application of this section.

Subsection (2) explains that the Secretary of State imposes obligations on particular
providers by the service of individual notices describing in much greater detail than the
order the precise steps they are required to take.

As to what steps may be imposed, see subsections (3) and (11). For thetime limits for
compliance, see subsection (8).

Subsection (4) provides that commercial and other organisations which provide a
telecommunications service as no more than a means of accessing a further service
of theirs (for example, a telephone banking service) will not be subject to any
order under this section. The subsection also puts outside the scope of the section a
telecommunications service that is necessarily incidental to a different service.

Subsections (5) and (6) concern the consideration of notices by the Technical Advisory
Board (established by Section 13(1)). Where a person is served with a notice under
subsection (2), they may ask the Board to consider the notice. The Board will consider
the technical requirements and financial consequence of the notice, and report their
conclusions to the person on whom the notice was served and to the Secretary of
State. During that time, the obligations under the notice are suspended by virtue of
paragraph (a). The Secretary of State, on receipt of advice from the Board, may
withdraw the notice or re-issue it with or without modifications.

Subsection (7) requires persons served with a notice under subsection (2) to comply
with it. The Secretary of State may bring civil proceedings to enforce this duty.

Subsection (9) requires the Secretary of State to consult with a number of people prior
to making an order. These include, as the Secretary of State considers appropriate,
the persons likely to have obligations imposed on them and their representatives,
the Technical Advisory Board, and bodies which have statutory functions affecting
providers of communication services. The latter category includes, for example,
OFTEL.

Subsection (11) explains that the steps that may be required to be taken should take
account of the need for security and confidentiality and the need to facilitate (such as
by audit mechanisms) the job of the Interception Commissioner.

Section 13: Technical Advisory Board

121.

This Section provides for the establishment by order of a Technical Advisory Board.
Its make-up will be prescribed by order (affirmative resolution — see subsection (3)),
and must include a balanced representation of the interests of communications service
providers and of those people listed in section 6(2).

Section 14: Grantsfor interception costs

122.

This Section requires the Secretary of State to ensure that there are arrangements to
secure that communications service providers receive such a contribution asis fair in
each particular case to the costs of providing an intercept capability or in the provision
of assistance in respect of individual warrants.

Section 15: General safeguards

123.

This Section has the effect of restricting the use of intercepted material to the minimum
necessary for the authorised purposes. Section 82(6) contains a transitional provision
applying the provisions of Sections 15 and 16 to warrants and certificates under the
1985 Act.
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Subsection (1) imposes a duty upon the Secretary of State to ensure that safeguard
arrangements are in place to ensure the requirements of this section and section 15 are
complied with.

Subsection (2) requires that the distribution and disclosure of intercepted material and
related communications data are kept to a minimum.

Subsection (3) requires that all copies of any intercepted material and related
communications data must be destroyed as soon it is no longer necessary to retain it
for any of the authorised purposes (see below). This does not impose any obligation to
retain material, which may therefore be destroyed earlier in some cases.

“Copy” isdefined in subsection (8).

127.

128.

129.

130.

Subsection (4) defines “authorised purposes’, which are the reasons which determine
the extent of distribution and disclosure allowed under subsection (2) and the reasons
for which intercepted material may be retained rather than being destroyed under
subsection (3).

Subsection (5) requires that intercepted material and related communications data are
stored in a secure manner for as long as they are retained.

Subsections (6) and (7) apply where possession of intercepted material or related
communications data has been surrendered to any authorities of a country or territory
outside the United Kingdom. Possession may be surrendered in this way where an
interception warrant has been issued for the purpose of complying with a request
under an international mutual assistance agreement designated under Section 1(4). For
example, where such a request results in the provision of intercept material by the
communication service provider to the competent authorities of another country in real-
time, the materia will not, at any point, be under the control of an intercepting agency
in the United Kingdom.

For these reasons, the Secretary of State will be required to make such arrangements
(if any) corresponding to subsections (2) and (3) as he thinksfit. The Secretary of State
will also be required to ensure, to such extent (if any) as he thinks fit, that restrictions
are in force preventing the disclosure in any proceedings outside the United Kingdom
which could not be made in the United Kingdom by virtue of Section 17 (the exclusion
of intercept material from legal proceedings).

Section 16: Extra safeguardsin the case of certificated warrants

131.

132.

133.

This Section creates extra safeguardsin addition to those provided in Section 15, in the
case of warrants to which Section 8(4) certificates apply.

Subsections (1) and (2) provide the additional safeguards which apply. Material
intercepted under the authority of awarrant to which a certificate applies should only
be examined if it:

» hasbeen certified as necessary to be examined in the interests of national security;
for the purpose of preventing or detecting serious crime; or for the purpose of
safeguarding the economic well-being of the United Kingdom; and

» does not have as its purpose, or one of its purposes, the identification of material
contained in communications sent by, or intended for, an individual who is known
to be for the time being in the British Islands; and

» hasnot been selected by reference to such an individual.

Subsection (3) provides an exception to the second and third criteria above where under
a Section 8(4) certificate the Secretary of State has certified that material selected by
referenceto such anindividual isnecessary for one of the three purposesoutlined above.
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Thismaterial may only relate to communications sent during the period specified in the
certificate; and the period specified must not be more than three months.

Subsections (4), (5) and (6) provide two further exceptions where:

» the person to whom the warrant is addressed believes on reasonable grounds both
that the material examined isnot referableto anindividual knowntobeintheBritish
Islands, and that the materia has not been selected for the purpose of identifying
material contained in communications sent by, or intended for, such an individual;
or

e it has appeared to the person to whom the warrant is addressed that circumstances
have changed such that the individual concerned has entered the British Islands, or
that their belief in the individual’ s absence from the British Islands was mistaken;
and sinceit first so appeared, written authori sation to examine the material hasbeen
given by asenior official.

The senior official may only provide authorisation until the end of thefirst working day
after the day on which the change of circumstances became apparent.

Section 17: Exclusion of mattersfrom legal proceedings

136.

137.

138.

139.

Section 17, subject to certain exceptions, prohibits evidence, questioning or assertion
in (or for the purposes of, or in connection with) legal proceedings likely to reveal the
existence or absence of awarrant. A similar provision is contained in section 9 of the
Interception of Communications Act 1985, which this Act repeals.

Subsection (1) imposes the basic prohibition. It does this directly, by stating that
the contents of intercepted material and associated communications data may not be
disclosed, and indirectly by prohibiting the disclosure of any suggestion that actions
under subsection (2) have occurred.

Subsection (2) describes the actions which may not be disclosed, including actions by
persons named in subsection (3) which would constitute offences under this Act or
section 1 of the 1985 Act.

Subsection (3) lists the people referred to in subsection (2)(a). They are people who
may be in possession of information about authorised interception. In paragraph (3)(b)
persons holding office under the Crown includes constables and, by virtue of Section
81(6), Crown servants and members of the Armed Forces.

Section 18: Exceptionsto section 17

140.

Subsections (1) and (3) list the proceedings in relation to which the prohibition in
section 17(1) will not apply. None of the exceptions make anything admissible that
would, but for the Act, be inadmissible. The exceptions merely remove the prohibition
imposed by Section 17.

“Relevant offence” is explained in subsection (12).

141.

142.

143.

Subsection (2) prevents the disclosure of information mentioned in section 17(1) to
certain categories of person involved in proceedings before the Special Immigration
Appeals Commission and the Proscribed Organisations Appeal Commission.

Subsection (4) alows the disclosure of the contents of a communication if the
interception was lawful without the need for awarrant by virtue of Sections 1(5)(c), 3
or 4. Thismeans that interception carried out in those circumstances may be evidential.

Subsection (7) alows the disclosure of the fact and contents of an interception to
a person conducting a criminal prosecution. A prosecutor has a duty, recognised in
case-law, to ensure that a prosecution is conducted fairly. This provision allows the
intercepting agency to give the prosecutor access to any intercept material which has
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not been destroyed so that he can dischargethat duty effectively. Thissubsection further
providesthat the fact and contents of an interception may al so be disclosed to arelevant
judge in exceptional circumstances (see subsection (8) below). The subsection allows
disclosure to the judge alone.

“Relevant judge’ is explained in subsection (11).

144,

145.

146.

Subsection (8) makes it clear that the judge must be satisfied that the exceptional
circumstances of the case make any disclosure under subsection (7)(b) essential in the
interests of justice.

Subsection (9) provides for a relevant judge where he has ordered disclosure under
subsection (7)(b) in exceptional circumstances to direct the person conducting the
prosecution in any criminal proceedings to make any such admission of fact as that
judge thinksis essential in the interests of justice.

Subsection (10) makes it clear that a judge cannot order an admission of fact in
contravention of Section 17(1). The admission, therefore, must be one that does not
tend to suggest that an interception has taken place.

Section 19: Offence for unauthorised disclosures

147.

148.

149.

150.

151

152.

This section places a requirement upon specified groups of persons to keep secret all
matters relating to warranted interception.

Subsection (2) describes the groups of persons upon whom thereisaduty to keep secret
matters relating to warranted interception. These include:

e anyonetowhom an interception warrant may be addressed. These are described in
Section 6 and include both heads of intercepting agencies but al so anyone who may
make an application for an interception warrant on their behalf;

» anyone holding office under the Crown (civil servants, police officersand members
of Her Mgjesty’ s forces) and civilian employees of police authorities;

» anyone providing or employed for the purpose of providing either a postal service
or a public telecommunications service;

e anyone controlling any part of a telecommunications system in the United
Kingdom.

Subsection (3) describes the matters which must be kept secret. In essence these are
anything to do with the existence or implementation of awarrant, including the content
of the intercepted material and related communications data.

Subsection (4) creates the offence of unlawful disclosure and specifies the maximum
penalties which a person who is found guilty of the crimina offence of unlawful
disclosure may be sentenced to; if he is found guilty in a Magistrates Court he may
be imprisoned for a period up to six months or fined up to the statutory maximum
(currently £5000) or both; in a Crown Court he may be imprisoned for a period up to
five years, or may be fined (no upper limit), or both.

Subsection (5) gives adefence where a person could not reasonably have been expected
to take steps to prevent the unlawful disclosure.

Subsections (6) and (7) give further defences to the offence of unlawful disclosure and
addresses the question of a person consulting their legal adviser about requirements
placed upon them under this Act, and disclosures which their legal adviser may be
required to make asaresult of such consultation. For example, where acommunications
service provider is required to provide assistance with the implementation of an
interception warrant, the provider may wish to first consult their lawyer. Subsection (6)
provides a defence to such a consultation being an unlawful disclosure.
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153.  Subsection (8) places alimitation on the defences described in subsections (6) and (7),
stating that the defences are not valid where a disclosure was made with a view to
furthering any criminal purpose.

154.  Subsection (9) givesafurther defence to the offence of unlawful disclosure, stating that
where such a disclosure was authorised in any of the ways described in this subsection
thiswould constitute a defence.

Section 20

155.  Section 20 interprets terms used in this Chapter.
“ External communications’: under the Interpretation Act 1978, the term “ British
Islands’ means the United Kingdom, the |sle of Man and the Channel Islands. The use
of the termin this Chapter therefore means that communications sent between the UK
and the Islands, or between the Channel I1slands and the Isle of Man, are not treated
asexternal.
“ Related communications data” : the term “ communications data” is defined for the
purposes of Chapter Il in Section 21(4).

Chapter 1i

156.  This Chapter provides a legidative framework to cover the requisition, provision and

handling of communicationsdata. It explainsthe duties and responsibilities placed upon
each party involved in these processes and creates a system of safeguards, reflecting
the requirements of Article 8 of the European Convention on Human Rights.

Section 21: Lawful acquisition and disclosure of communications data

157.

158.

159.

This Section explains the scope of this Chapter, the meaning of the term
“communicationsdata’, and ensuresthat provision of communications dataunder these
provisions fully meets the requirements of Article 8.

Subsection (1) draws a distinction between interception of communications in the
course of their transmission, which is activity excluded from this part of the Act, and
conduct involving the obtaining of or disclosure of communications data, which is
activity covered by this part of the Act.

Subsections (2) and (3) have the effect of making the provision of communications
data under this Chapter lawful. This ensures that thereisno liability attached to actions
undertaken as aresult of arequirement or authorisation under this Chapter.

“Relevant enactment” isdefined in subsection (5)

160.

Subsection (4) explains what “communications data’ means. In essence, it includes
information relating to the use of a communications service but makes clear that this
does not include the contents of the communication itself. Thefirst part of the definition
refers to traffic data comprised in or attached to a communication. The same term is
used in Section 2(5).

Section 22: Obtaining and disclosing communications data.

161.

162.

163.

This Section explainsthe purposesfor which communications datamay be sought under
this Chapter and the arrangements by which such data may be required.

Subsection (1) explains that the strict test of "necessity” must be met before any
communications datais obtained under this Chapter. The assessment of necessity isone
made by a person designated for the purposes of this Chapter (defined in Section 25(2)).

Subsection (2) explains the reasons for which communications data may be required.
With the exception of (g), these are the same as the purposes for which directed
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surveillance and the use of a covert human intelligence source may be permitted by
Sections 28 and 29 of the Act.

Subsections (3) and (4) describe the two ways in which communications data may be
obtained. Firstly, subsection (3) provides a means for a designated person to authorise
someone within the same relevant public authority (see Section 25(1)). This provides
a legal basis upon which the public authority may collect the communications data
themselves. For example, if a private telecommunications operator was technically
unable to collect certain communications data, this subsection would provide the
authority to alow an investigating body to collect the data themselves.

Subsection (4) providesthe second way inwhich communi cationsdatamay be obtai ned,
where the designated person serves anotice upon the holder of the data, requiring them
to comply with the terms of the natice.

Subsection (5) introduces a proportionality test. The designated person must not
only consider the communications data to be “necessary” (subsection (1)) but must
also consider the conduct involved in obtaining the communications data to be
“proportionate”.

Subsection (6) requires a communications service provider in receipt of a notice under
subsection (4) above to comply with it as soon asis reasonably practicable.

Subsection (7) provides that a holder of data will not be required to supply data unless
it is reasonably practicable to do so.

Subsection (8) explains that if a communications service provider fails to provide the
required communications data then the Secretary of State may take civil proceedings
against them, which may result in the issue of, inter alia, an injunction which would
have the effect of compelling the provision of data.

Section 23: Form and duration of authorisations and notices

170.

171
172.

173.

174.

175.

176.

This section specifies the way in which authorisations and notices must be completed
and their duration.

Subsections (1) and (2) explain the format which authorisations and notices must take.

Subsection (3) restricts the persons to whom the data may be disclosed to the person
giving the notice or another specified person who must be from the samerelevant public
authority.

Subsection (4) explains that disclosure may only be required of datain the possession
of, or obtained by the communications service provider during the authorisation period
of authorisations and notices, which is set at one month.

Subsections (5) and (6) permit an authorisation or notice to be renewed at any period
during the month, by following the same procedure asin obtaining afresh authorisation
or notice.

Subsection (7) explains that the period for which a renewed authorisation or notice is
extant begins at the point at which the notice or authorisation it is renewing expires.

Subsection (8) requires the cancellation of anotice as soon asit is clear that the reasons
for which it was granted are no longer valid.

Section 24: Arrangementsfor payments

177.

This section allows for payment arrangements to be made in order to compensate
holders of communications datafor the costsinvolved in complying with noticesissued
under this Chapter.
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Section 25: Interpretation of Chapter 11

178.
179.

This section defines the terms used in the Chapter dealing with communications data.

Subsection (2) explainsthat the Secretary of State will identify the " persons designated
for the purposes of this Chapter" in an order (negative resolution, see section 78). Under
subsection (3), he may place restrictions on who may act under these provisions and
in what circumstances.

Part li: Surveillance and Covert Human Intelligence Sour ces

Introductory

180.

This Part of the Act creates a system of authorisations for various types of surveillance
and the conduct and use of covert human intelligence sources. In common with other
Parts of the Act, the provisions themselves do not impose a requirement on public
authoritiesto seek or obtain an authorisation where, under the Act, oneisavailable (see
section 80). Neverthel ess, the consequences of not obtaining an authorisation under this
Part may be, where there is an interference by a public authority with Article 8 rights
and thereisno other source of authority, that the action isunlawful by virtue of section 6
of the Human Rights Act 1998.

Section 26: Conduct to which Part Il applies

181.

182.

183.

184.

185.

186.

This section describes and defines the conduct that can be authorised under this Part
of the Act. Three types of activity are covered: "directed surveillance”, "intrusive
surveillance" and the conduct and use of covert human intelligence sources.

"Directed surveillance" is defined in subsection (2) as covert surveillance that is
undertaken in relation to a specific investigation or a specific operation which islikely
to result in the obtaining of private information about a person (whether or not one
specifically identified for the purposes of theinvestigation or operation); and otherwise
than by way of an immediate response to events or circumstances the nature of which
is such that it would not be reasonably practicable for an authorisation under this Part
to be sought for the carrying out of the surveillance. By subsection (9), surveillance
will be covert where it is carried out in a manner calculated to ensure that the person
or persons subject to the surveillance are unaware that it is or may be taking place.
Directed surveillance may also include the interception of communications where there
is no interception warrant and where the communication is sent by or isintended for a
person who has consented to the interception (section 48(4)).

"Intrusivesurveillance" isdefined in subsections (3) to (5) ascovert surveillance carried
out in relation to anything taking place on residential premisesor in any private vehicle.
Thiskind of surveillance may take place by means either of a person or device located
inside residential premises or a private vehicle of the person who is subject to the
surveillance or by means of a device placed outside which consistently provides a
product of equivalent quality and detail as a product which would be obtained from a
device located inside.

For these purposes, a private vehicle is one used primarily for private purposes,
for example for family, leisure or domestic purposes (section 48(1)). Subsection (4)
provides that surveillance is not intrusive when the device is one that only provides
information about the location of the vehicle (eg atracking device).

Subsection (6) provides that surveillance carried out by means of apparatus designed
or adapted for the purpose of detecting the installation or use of a television receiver
is neither directed nor intrusive.

Subsection (8) defines a"covert human intelligence source”.
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Subsection (10) defines "private information”, in relation to a person, as including any
information relating to his private or family life.

Authorisation of surveillance and human intelligence sour ces

Section 27: Lawful surveillance etc

188.

189.

190.

191

192.

193.

194.

195.

196.

Thissection providesthat all conduct defined in section 26 will belawful, provideditis
carried out in accordance with the authorisation to which it relates. Authorised conduct
may cover any action taken either in the UK or abroad.

Furthermore, therewill beno civil liability arising out of conduct that isincidental to the
authorised conduct. However, thisis only the case where the incidental conduct should
not have been separately authorised either under this Act or under existing legisation.

Section 28, 29 and 30: Authorisation of directed surveillance; Authorisation of
covert human intelligence sources; and Persons entitled to grant authorisations
under sections 28 and 29

These sections deal with the scheme of authorisations for directed surveillance and the
conduct and use of covert human intelligence sources.

Section 30 provides that the persons entitled to grant such authorisations will be
such persons within the relevant public authorities that are designated by order of the
Secretary of State. In thisrespect, the relevant public authorities are specified in Parts|
and I of Schedule 1. Subsections (5) and (7) alow the Secretary of Stateto add, remove,
or move public authorities between Parts| and |1 of the Schedule. Adding authoritiesto
the Schedule and moving an authority from Part |1 to Part | of the Schedule is subject
to affirmative resolution.

Subsection (2) provides that where an authorisation for directed surveillance or the use
or conduct of acovert human intelligence source is combined with a Secretary of State
authorisation for intrusive surveillance, the combined authorisation must be issued by
the Secretary of State.

Police and Customs authorisations may only be granted on an application from within
the force or authority in question (see section 33(1) and (2)).

Section 28 and 29 provide that authorisations cannot be granted unless specific criteria
are satisfied, namely, that the person granting the authorisation believes that:

» theauthorisation is necessary on specific grounds; and

» theauthorised activity is proportionate to what is sought to be achieved by it.
The specific grounds are that the authorisation is necessary:

e intheinterests of national security;

» for the purpose of preventing or detecting crime or preventing disorder;

e intheinterests of the economic well-being of the UK;

e intheinterests of public safety;

» for the purpose of protecting public health;

» for the purpose of assessing or collecting any tax, duty, levy or other imposition,
contribution or charge payable to a government department; or

» for other purposes which may be specified by order of the Secretary of State.

In addition, there are two further criteria in relation to covert human intelligence
sources: namely that specific arrangements exist to ensure that, amongst other things,
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the source is independently managed and supervised, that records are kept of the use
made of the source, that the source’s identity is protected from those who do not
need to know it, and that arrangements also exist to satisfy such other requirements
as may be imposed by order made by the Secretary of State. The responsibility for
the management and supervision of a source fals to specified individuals within the
organisation benefiting from the use of the source. As there may be cases where a
source carries out activities for more than one organisation, it is provided that only one
organisation will be identified as having responsibility for each requirement in relation
to such arrangements and record-keeping.

Section 29(7) provides that the Secretary of State may prohibit, by order, certain
conduct/uses of covert sources altogether and enables him, in other specific cases, to
impose additional requirements which must be satisfied before an authorisation may
be granted.

Subsection (3) of section 30 provides that the Secretary of State may impose, by order,
restrictions on the types of authorisations granted and on the circumstances or purpose
for which such authorisations may be granted.

Sections 28(4) and 29(4) set out the conduct that is authorised by the authorisation.
Broadly speaking, it covers any conduct that occurs whilst carrying out the specified
surveillance or is comprised in the activitiesinvolving the specified conduct or use of a
covert human intelligence source, provided it is carried out or takes place in the manner
and for the purposes described.

Section 31: Ordersunder section 30 for Northern Ireland

200.

Section 31 providesfor the Office of the First Minister and Deputy First Minister, to be
ableto make an order specifying which authorities, with devolved functionsin Northern
Ireland, can lawfully authorise directed surveillance and the conduct and the use of
covert human intelligence sources.

INTRUSIVE SURVEILLANCE

Section 32: Authorisation of intrusive surveillance

201.

202.

203.

204.

This section deals with authorisations for intrusive surveillance. Such authorisations
may only be granted by the Secretary of State (see sections 41 and 42) and by senior
authorising officers as defined in subsection (6). Sections 33(3) and (4) provide that a
senior authorising officer may not grant an authorisation, except on an application by
amember of higher force, Service, Squad or organisation.

Again, intrusive surveillance authorisations cannot be granted unless specific criteria
are satisfied, namely that, the Secretary of State or senior authorising officer believes
that:

» theauthorisation is necessary on specific grounds; and
» theauthorised activity is proportionate to what is sought to be achieved by it.

An additional factor which must be taken into account when considering whether the
requirements are satisfied, is whether the information which it is thought necessary to
obtain by the authorised conduct could reasonably be obtained by other means.

The specific groundsin this case are that it is necessary:
e intheinterests of national security;
» for the purpose of preventing or detecting serious crime; or

* intheinterests of the economic well-being of the United Kingdom.
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Police and customs authorisations

205.

Sections 33 to 40 only apply to intrusive surveillance authorisations for investigations
carried out by the police, NCIS, the National Crime Squad and Customs & Excise.
They outline very similar procedures to those set out in part 111 of the Police Act 1997
(interference with property and wireless telegraphy).

Section 33: Rulesfor grant of authorisations

206.

In the case of a police force, NCIS and the National Crime Squad, subsection (3)
restricts an authorisation for intrusive surveillance involving residential premises to
being granted only where the premises are within the area of operation of that force,
Service or Squad. The areas of operations are set out in subsection (6). For the three
service police forces, thisis defined in subsection (7), in terms of the persons who are
subject to "service discipline”.

Section 34: Grant of authorisationsfor intrusive surveillance in the senior officer's
absence

207.

Where an application is made for an intrusive surveillance authorisation and the case
is urgent but it is not reasonably practicable for the application to be considered by
the "senior authorising officer" (as defined in section 32) or his designated deputy, an
authorisation may be granted by a person entitled to act in his/her absence. Subsection
(4) liststhe officersentitled so to act and subsection (6) sets down those officers entitled
to act as "designated deputies”.

Section 35:Notification of authorisationsfor intrusive surveillance

208.

209.

Where a police or customs intrusive surveillance authorisation is granted, renewed or
cancelled, except where it is cancelled under section 37(3), written notification must
be given to an ordinary Surveillance Commissioner as soon as reasonably practicable.
Subsection (2) requires that notification to be in accordance with arrangements made
by the Chief Surveillance Commissioner and must specify the matters prescribed by
order of the Secretary of State. Such a notice will indicate that the authorisation or
renewal requiresthe approval of an ordinary Surveillance Commissioner beforeit takes
effect (see section 36) or it will state that the case is one of urgency, together with the
grounds for that belief. Although the order by the Secretary of State will be subject to
the affirmative procedure, the initial order can be made without the approval of both
Houses of Parliament, provided it is approved by Parliament within 40 days.

Subsection (4) provides that the ordinary Surveillance Commissioner will, as soon as
practicable, scrutinise the notice, which can be transmitted by e ectronic means, and
decide whether or not to approve the authorisation in those cases where his approval
isrequired.

Section 36: Approval required for authorisations for intrusive surveillance to take

effect
210.

211.

212.

Except in urgent cases, authorisations granted for intrusive surveillance will not take
effect until they have been approved by an ordinary Surveillance Commissioner and
written notice of the Commissioner's decision has been given to the person who granted
the authorisation.

Where the person who granted the authorisation believes the case to be one of urgency,
the authorisation will take effect from the time of grant, provided the appropriate notice
is given to the ordinary Surveillance Commissioner, as described in section 36(3).

Subsection (4) provides that an ordinary Surveillance Commissioner shall give his
approval only if heis satisfied that there are reasonable grounds for believing that the
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authorisation is necessary and that the surveillance is proportionate to what is sought
to be achieved.

If an ordinary Surveillance Commissioner decides not to approve an authorisation,
subsection (5) requires him to make areport of hisfindingsto the"most senior relevant
person” (as defined in subsections (6) and (7)). This will be the chief constable or
equivalent.

Section 37: Quashing of police and customs authorisations for intrusive
surveillance etc

214.

215.

216.

217.

218.

2109.

220.

This section gives Surveillance Commissioners the power to quash or cancel an
authorisation for intrusive surveillance.

Under subsection (2), an ordinary Surveillance Commissioner may quash an
authorisation, with effect from the time of the grant of the authorisation or renewal, if
he believes that the criteria for authorisation in section 32 were not met at the time the
authorisation was granted or renewed.

Alternatively, he may, under subsection (3) cancel an authorisation if he believes that
there are no longer any reasonable grounds for believing that the criteriain section 32
are met. In such acase, he may cancel the authorisation from the time that the criteria,
in his opinion, ceased to be met.

If an authorisation was granted or renewed by way of the urgency procedure, and the
ordinary Surveillance Commissioner is satisfied that, at the time of grant or renewal,
there were no reasonable grounds for believing the case to be one of urgency, he may
guash the authorisation.

He may also, under subsections (5) and (6), order the destruction of records, apart
from those required for pending civil or criminal procedures. Where an authorisation is
cancelled, he may only order the destruction of records from the time the authorisation
no longer meets the criteria specified in section 32.

An order to destroy records does not become operative until after the period allowed
for appealing against the decision or the dismissal of such an appeal.

Where an ordinary Surveillance Commissioner exercises a power conferred by this
section, he will make a report of his actions, together with his reasons, as soon as
reasonably practicable, to the most senior relevant person (usually the chief constable)
and to the Chief Surveillance Commissioner.

Section 38: Appeals against decisions by Surveillance Commissioners

221.

222.

A senior authorising officer, or adesignated deputy or other person granting anintrusive
surveillance authorisation in the absence of the senior authorising officer, may appeal
to the Chief Surveillance Commissioner against:

» arefusa of a Surveillance Commissioner to approve an authorisation or renewal;
» adecision by a Surveillance Commissioner to quash or cancel an authorisation;
» adecision to make an order for the destruction of records.

Subsection (4) providesthat the Chief Surveillance Commissioner must alow an appeal
if:

» heissatisfied that the criteria set out in section 32 were met at the time in question;
and

» heisnot satisfied that the urgency procedure has been abused.
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In relation to appeals against decisions to quash or cancel authorisations, the Chief
Surveillance Commissioner may modify the decision if he considers that there were
grounds for the action which the Surveillance Commissioner has taken but such
action should have taken effect at a different time. In such cases, he may modify the
Surveillance Commissioner's decision to that which he considers should have been
made.

Where an appeal against a decision to quash or cancel an authorisation is allowed,
subsection (6) provides that the Chief Surveillance Commissioner shall quash any
related order for the destruction of records.

Section 39: Appealsto the Chief Surveillance Commissioner: supplementary

225.

226.

227.

228.

Where the Chief Surveillance Commissioner has determined an appeal, subsection (1)
reguires him to give notice of his determination to:

e the person who brought the appeal; and
» theordinary Surveillance Commissioner whose decision was appeal ed against.

Where the appeal isdismissed, he will report hisfindings, to the appellant, the ordinary
Surveillance Commissioner and to the Prime Minister. Other than this report, he will
not give any reasons for his determination.

In accordance with section 107 of the Police Act 1997, the Chief Surveillance
Commissioner will make an annual report on the discharge of hisfunctionsto the Prime
Minister and may make areport to him at any other time of any matter relating to those
functions (Schedule 4, paragraph 8(10)).

Subsection (3) provides that the annual reporting provisions contained in subsections
(3) and (4) of the Police Act 1997 a so relate to reports made by the Chief Surveillance
Commissioner under subsection (2).

OTHER AUTHORISATIONS

229.

Sections 41 and 42 also relate to intrusive surveillance authorisations, but deal with
those granted by the Secretary of State.

Section 41: Secretary of State authorisations

230.

231.

232.

Subsection (1) provides that the Secretary of State shall not grant such authorisations
unless an application is made by a member of the intelligence agencies (Security
Service, Secret Intelligence Service and GCHQ), an official of the Ministry of Defence,
the Armed Forces, or a specified individual within a public authority designated for
this purpose by order of the Secretary of State (subsection (3)). Such an order would be
subject to the affirmative procedure. For these purposes, the three service police forces
are not treated as members of the armed forces (subsection (7)); instead, their use of
intrusive surveillance is regulated, in the same way as other police forces, by sections
3310 40.

The effect of subsection (2) is that authorisations will only be granted to an official of
the Ministry of Defence or amember of the Armed Forces, whereit is necessary in the
interests of national security or for preventing or detecting serious crime.

This section also provides the power for the Secretary of State to impose, by
order, restrictions on designated public authorities for the carrying out of intrusive
surveillance, on the circumstances in which, or the purposes for which, such
authorisations may be granted, and on the persons who can make such an application.
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Section 42: Intelligence services authorisations

233.

234.

235.

Where the Secretary of State grants an authorisation to one of the intelligence services
under this Part (which will be for intrusive surveillance, or intrusive surveillance
combined with directed surveillance), the authorisation will take the form of awarrant.
Thisis consistent with section 5 of the Intelligence Services Act 1994.

Subsection (2) providesthat asinglewarrant may combine an authorisation for intrusive
surveillance with an intelligence services warrant (defined in subsection (6): a property
warrant under section 5 of the Intelligence Services Act 1994).

In addition to the requirements in section 32, subsection (3) limits SIS and GCHQ to
obtaining a warrant for intrusive surveillance in the British Islands to investigations
carried out in the interests of national security or the economic well-being of the UK.
Subsections (4) and (5) enable the Security Service to act on behalf of SIS and GCHQ
in applying for and granting any authorisation in connection with a function of SIS
or GCHQ), provided that SIS or GCHQ would have the power to act in that way, and
provided that it does not relate to the functions of SIS or GCHQ in support of the
prevention or detection of serious crime.

Grant, renewal and duration of authorisations

Section 43: General rules about grant, renewal and duration

236.

237.

238.

239.

240.

241.

242.

243.

244,

This section sets out the genera rules for authorisations, including their granting,
renewal, and duration.

Subsection (1) provides that, in urgent cases, an authorising officer may give an oral
authorisation. All other authorisations must be in writing.

A single authorisation may be given, combining two or more authorisations under this
part. When this occurs, the provisions of this Part which relate to one type of activity
only shall apply to those parts of the authorisation which authorisesthat type of activity.
Further provisions for combined authorisations are in section 33(5), 42(2) and 44(7).

Oral authorisations and those granted by officers entitled to act in urgent cases in the
absence of the authorising officer or his designated deputy will expire after 72 hours,
beginning with the time when the grant or renewal of an authorisation takes effect.

Except where granted or renewed orally or by an officer entitled to act in urgent cases,
authorisations for the conduct or the use of covert human intelligence sources will last
for 12 months, beginning with the day on which the grant or renewal takes effect.

In all other cases (except those made under the special provisions for the intelligence
services contained in section 44), the authorisation will last for 3 months, beginning
with the day on which the grant or renewal takes effect.

Subsection (4) provides that an authorisation may be renewed at any time before
it ceases to have effect by any person entitled to grant a new authorisation of the
same type. The same conditions attach to a renewal of surveillance as to the original
authorisation. However, before renewal of an authorisation for the use or conduct of
acovert human intelligence source, subsection (6) requires there to be areview of the
use made of that source, the tasks given to that source and the information so obtained.

Subsection (8) enables the Secretary of State, by order, to provide that certain
authorisations will cease to have effect after a shorter period of time than is otherwise
provided for.

Subsection (9) clarifiesthetime from which agrant or renewal of an authorisation takes
effect. It synchronises the duration of authorisations with those given for interference
with property.
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Section 44: Special rulesfor intelligence services authorisations

245.

246.

247.

248.

This section sets out special provisionsin relation to authorisations granted to or by the
intelligence services.

Under subsection (1), awarrant for intrusive surveillance or arenewal of such awarrant
will not beissued except under the hand of the Secretary of State. However, in an urgent
case, where the Secretary of State has personally authorised it, awarrant can be signed
(but not renewed) by asenior official. Thisisthe same urgency procedure asisprovided
in section 7(2)(a) for interception. Where this has happened, such awarrant will cease
to have effect at the end of the second working day following itsissue, unless renewed
under the hand of the Secretary of State.

Subsections (4) and (5) relate to the authorisation of warrants for the intelligence
services and for the authorisations and renewa of authorisations for directed
surveillance where the authorisation is necessary in the interests of national security or
in the interests of the economic well-being of the UK. Such warrants or authorisations
last for aperiod of six months. Where thisis arenewal, the period will start on the day
when the previous authorisation or warrant would have expired. Thisis consistent with
the provisions of the Intelligence Service Act 1994,

Subsection (6) enables the Secretary of State, by order, to provide that certain
authorisations will cease to have effect after a shorter period of time than is otherwise
provided for.

Section 45: Cancellation of authorisations

249.

250.

251.

Subsection (1) sets out when the person who granted or renewed an authorisation must
cancel it.

Subsection (2) sets out who else is responsible for cancelling the authorisation eg the
person who would have granted it if it had not been an urgent case or been granted by
adeputy. However, an authorising officer’ s deputy (defined in subsections (6) and (7))
isalso under a duty to cancel an authorisation in those cases where he would have had
the power to grant the authorisation on the authorising officer’s behalf.

Subsections (4) and (5) providefor the Secretary of Stateto make regulations setting out
how the duty for cancelling authorisations should be performed where the authorising
officer is no longer available, and on whom such a duty should fall.

Section 46: Restrictions on authorisations extending to Scotland

252.

This section prevents the granting or renewal of an authorisation under this Part for
activity by a public authority in Scotland if all the conduct authorised is likely to
take place in Scotland, unless the authorisation is one for which the Act is (under
subsection (2)) the relevant statutory provision. Thus it does not prevent:

» those seeking authorisation on the grounds of it being in the interests of national
security or the economic well-being of the UK;

» theintelligence agencies;

» theMinistry of Defence, the Ministry of Defence Police or HM Armed Forces;
e Customs and Excise;

» theBritish Transport Police; or

e any other public authority named by order as having authority for al parts of the
UK;

from obtaining an authorisation under this Act notwithstanding that all the conduct
might take place in Scotland.
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Supplemental provision for Part [

Section 47: Power to extend or modify authorisation provisions

253.

The Secretary of State may, by order, change the types of activities which fall within
the category of directed surveillance by providing that a type of directed surveillance
will be treated as intrusive surveillance. Furthermore, he may, by order, provide that
additional typesof surveillance, which are not at present defined as directed or intrusive
surveillance in section 26, will be covered by the Act and become capable of being
authorised under Part 11.

Section 48: Interpretation of Part 11

254.

This section givesinterpretations for the terms used in this Part. Amongst other things,
it gives an interpretation for “surveillance” and clarifies that this does not include
referencesto:

e theuse of arecording device by a covert human intelligence source to record any
information obtained in the presence of the source (subsection (3)(a) and (b));

» activity involving interference with property or wireless telegraphy which requires
authorisation or warrant under section 5 of the Intelligence Services Act 1994 or
Part 111 of the Police Act 1997 (subsection (3)(c).

Part lii: Investigation of Electronic Data Protected by Encryption Etc

Section 49: Noticesrequiring disclosure

255.

This section introduces a power to enable properly authorised persons (such as
members of the law enforcement, security and intelligence agencies) to serve noticeson
individuals or bodies requiring the disclosure of protected (e.g. encrypted) information
which they lawfully hold, or arelikely to, in anintelligible form.

Intelligibleis defined in section 56(3)

256.

257.

Subsection (1) limitstheinformation to which thispower to serve noticesapplies. It does
so by defining the various means by which the protected information in question has
been, or islikely to be, lawfully obtained. By way of illustration, this could be material:

* seized under ajudicial warrant (e.g. under the Police and Criminal Evidence Act
1984 (PACE));

e intercepted under a warrant personally authorised by the Secretary of State under
Chapter | of Part | of this Act;

e lawfully obtained under an authorisation given under Chapter Il of Part | or Part
Il of thisAct;

» lawfully obtained by an agency under their statutory functions but not under a
warrant (e.g. under the Customs and Excise Management Act 1979); or

» whichhaslawfully comeinto the possession of an agency but not by use of statutory
functions (e.g. material which has been voluntarily handed over).

Subsection (2) states that persons with the “appropriate permission” (see Schedule 2)
may serve a notice imposing a disclosure requirement in respect of the protected
information in question if there are reasonable grounds for believing:

» that the key to the relevant protected information isin the possession of the person
on whom the notice is being served,
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» that serving anotice imposing adisclosure requirement is necessary for the reasons
set out in subsection (3), or necessary for securing the effective exercise or proper
performance of any statutory power or duty of a public authority;

» that imposing a disclosure requirement is proportionate to what is sought to be
achieved by doing so; and

» thatanintelligible version of the relevant protected information cannot be obtained
by any other reasonable means.

key is defined in section 56(1)

possession of a key is defined in section 56(2)

Subsection (4) explains the format which notices must take.

The effect of subsections (5) and (6) is that, where applicable, notices must be served
on a senior officer within a corporate body or firm.

Senior officer isdefined in section 49(10)

260.

261.

262.

263.

Subsection (7) states that the requirement in subsections (5) and (6) does not apply
where there are specia circumstances to the case which mean that the purposes for
which a notice is given would be defeated if it was served on a senior officer in an
organisation (e.g. where that senior officer is asuspect in acriminal investigation).

Subsection (8) specifiesthe personsto whom adisclosure may be made by the recipient
of anotice.

Subsection (9) ensures that a key which has been used solely for the purpose of
generating electronic signatures does not have to be disclosed in response to a notice.

electronic signatureis defined in section 56(1)

The effect of Schedule 2, which isintroduced by subsection (11), isto set authorisation
levels (described in Schedule 2) for permission to serve a notice under section 49. The
level of authority required will vary depending on the power under which the protected
information was, or islikely to be, lawfully obtained.

Section 50: Effect of notice imposing disclosure requirement

264.

265.

266.

267.

This section explains the effect of serving a notice imposing a disclosure requirement
in various circumstances.

Subsection (1) applies where a person has, at the time a notice is served, possession of
the relevant protected information and a means of accessing it and of disclosing it in
an intelligible form. This means that they have the password, in the case of material
protected by a password; or the decryption key in the case of encrypted material; or
both, in the case of material protected in both ways. In these circumstances, the effect
of imposing adisclosure requirement is, first, that the recipient of anotice may use any
key in their possession to access the information or to put it into intelligible form; and,
second, that they must disclose it in accordance with the terms of the notice.

Subsection (2) alows a person who is required to disclosure information in an
intelligible form to instead disclose arelevant key if they so choose to do so.

The effect of Subsection (3) is that where a notice is served on a person who does
not have the relevant protected information in their possession; or cannot access the
information without use of akey which isnot in their possession; or the notice contains
adirection that a key must be disclosed (as to which, see section 51), that person must
disclose any key to the information that is in their possession at a relevant time. But
this duty is qualified by subsections (4) to (6).
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The Act does not prevent the person giving a section 49 notice from giving the recipient
access to the protected information, in order to allow then to produce plain text rather
than disclose akey.

Relevant timeis defined in section 50(10)

269.

270.

271.

The effect of Subsections (4) and (5) is that where a person served with a notice is
entitled or obliged to disclose a key, they need only provide those keys which are
sufficient to access the relevant information and to put it into intelligible form. And
Subsection (6) further provides that such a person may choose which keys to provide,
so long as they suffice to access the information and render it intelligible.

Subsection (7) requires a person served with a notice to disclose every key to the
relevant protected information that is in their possession, subject to the provisions in
subsections (5) and (6). It means that a person need only provide those keys which
suffice to access the information and render it intelligible, and that they may choose
which keys to provide to achieve that end.

The effect of Subsection (8) is that where a person served with a notice no longer
possessesakey to therel evant protected information, they areto discloseall information
that isin their possession that would facilitate the discovery of the key.

Section 51: Casesin which key required

272.

273.

274.

275.

276.

271.

This section sets out the extra tests to be fulfilled if akey is required to be disclosed
rather than the disclosure of protected information in an intelligible form.

Subsection (1) states that a notice may not contain a statement that it can be complied
with only by disclosing a key unless a direction to this effect has been given by the
person giving permission for the notice to be served.

The effect of Subsections (2) and (3) is that a direction that a key must be disclosed
given by the police, HM Customs and HM Forces must be given expressly by a person
of therank set out in this subsection (namely, Chief Officer of police or equivalent).

Subsection (4) providesthat a person may only give adirection requiring the disclosure
of akey if he believes that there are special circumstances to the case making this
necessary; and that giving such a direction is proportionate to what is sought to be
achieved by doing so.

Subsection (5) specifiesthat in deciding whether it is proportionate to require that akey
be disclosed, consideration must be given to the sort of other information also protected
by the key in question and any potential adverseimpact on a business that might result
from requiring that a key be disclosed.

The effect of Subsections (6) and (7) is that any direction to disclose a key given
internally by the police, HM Customs or HM Forces must be notified, within 7 days,
to the Intelligence Services Commissioner or the Chief Surveillance Commissioner, as

appropriate.

Section 52: Arrangements for payments for disclosure

278.

279.

This section alows for payment arrangements to be made in order to compensate
persons required to disclose information following service of anotice under section 49.

Section 53: Failureto comply with a notice

280.

This section creates an offence of failing to comply with the terms of a notice served
under section 49.

30


http://www.legislation.gov.uk/id/ukpga/2000/23/section/50/10
http://www.legislation.gov.uk/id/ukpga/2000/23/section/50/4
http://www.legislation.gov.uk/id/ukpga/2000/23/section/50/5
http://www.legislation.gov.uk/id/ukpga/2000/23/section/50/6
http://www.legislation.gov.uk/id/ukpga/2000/23/section/50/7
http://www.legislation.gov.uk/id/ukpga/2000/23/section/51
http://www.legislation.gov.uk/id/ukpga/2000/23/section/51/1
http://www.legislation.gov.uk/id/ukpga/2000/23/section/51/2
http://www.legislation.gov.uk/id/ukpga/2000/23/section/51/3
http://www.legislation.gov.uk/id/ukpga/2000/23/section/51/4
http://www.legislation.gov.uk/id/ukpga/2000/23/section/51/5
http://www.legislation.gov.uk/id/ukpga/2000/23/section/51/6
http://www.legislation.gov.uk/id/ukpga/2000/23/section/51/7
http://www.legislation.gov.uk/id/ukpga/2000/23/section/52
http://www.legislation.gov.uk/id/ukpga/2000/23/section/52/279
http://www.legislation.gov.uk/id/ukpga/2000/23/section/53

281.

282.

283.

284.

These notes refer to the Regulation of Investigatory Powers
Act 2000 (c.23) which received Royal Assent on 28 July 2000

Subsection (1) states that a person served with a notice is guilty of an offence if he
knowingly failsto comply with the disclosure requirement contained in that notice.

The effect of Subsections (2) and (3) is that in proceedings against a person for an
offence under this section, where it is shown that a person has been in possession of a
key, that can lead to a conviction, but only if the person fails to raise some doubt as to
whether he still had the key when the notice was given.

Subsection (4) allows a defence to a person who shows that it was not practicable to
comply with the disclosure requirement placed upon him by the time he was required
to do so but that he did what was required as soon as was reasonably practicable.

Subsection (5) specifiesthe maximum sentencefor the offence of failing to comply with
anotice. Asregardsfinancia penalties, thereisno upper limit to fines set in the Crown
Court (on conviction on indictment). In a Magistrates Court (on summary conviction)
the maximum fine is £5,000.

Section 54: Tipping-off

285.

286.

287.

288.

289.

290.

2901

292.

293.

This section creates an offence where the recipient of a notice (but only one which
explicitly contains a secrecy reguirement), or a person that becomes aware of it, tips
off another that a notice has been served, or reveals its contents. This is designed to
preserve, where necessary, the covert nature of an investigation by, for example, alaw
enforcement agency. It outlines various statutory defences.

Subsection (1) limits this offence to occasions where the notice served explicitly
demands secrecy.

Subsection (2) specifies that the inclusion of a secrecy requirement in a notice must be
authorised by the person giving permission for such a notice to be served (or where
such a person has himself permission to serve anotice - e.g. a Superintendent in certain
Cases).

Subsection (3) places restrictions on the instances when such a requirement may be
imposed.

Subsection (4) specifies the maximum sentence for the tipping-off offence. On
conviction in the Crown Court, the maximum term of imprisonment isfive years. The
financial penalties are as for the offence set out in section 53.

Subsection (5) provides a defence where the tipping-off occurred entirely as a result
of software designed to give an automatic warning that a key had been compromised
and where, in addition, the defendant was unable to stop this from taking place after
receiving the notice.

Subsections (6) and (7) provide a defence where a disclosure is made to or by a
professional legal adviser as part of advice about the effect of the provisions of this part
of the Act given to aclient or his representative; or where a disclosure was made by a
legal adviser in connection with any proceedings before a court or tribunal.

The effect of Subsection (8) is that the protection in Subsections (6) and (7) will not
apply where a professional legal adviser tips off a client with aview to furthering any
criminal purpose.

Subsection (9) provides a statutory defence where the disclosure is made to a
Commissioner or authorised by:

e aCommissioner;
e thetermsof the notice;

e the person who gave the notice, or someone on his behalf; or
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e aperson who isin possession of the data to which the notice relates, as described
in section 49.

The effect of Subsection (9) is to ensure that, for example, persons within an
organisation may be informed about a notice in order to give effect to the notice (e.g.
accessing akey or plain text) without thisfalling foul of the tipping off offence.

Subsection (10) provides a statutory defence for a person told about a notice but not
about the fact that there was a requirement for secrecy.

Section 55: General duties of specified authorities

296.

297.

298.

299.

300.

301.

This section describes the safeguards that must be in place for the protection of any
material (e.g. adecryption key) handed over in response to the serving of anotice under
this Act.

Subsection (1) ensures that the safeguard requirements apply to all those who may
have responsibility for organisations that will handle material provided in response to
awritten notice. In the case of the security and intelligence agencies for example, this
will mean the Secretary of State.

Subsection (2) places an onus on those identified to ensure that:

e any materia disclosed is used only for a purpose for which it may be required;

the uses to which the material is put are reasonable;

» theuseand any retention of the material are proportionate;
e therequirements of subsection (3) are complied with;

» that keys are stored in a secure manner; and

» thematerial isdestroyed as soon asit is no longer needed.

Subsection (3) specifiesthat the material is shared with the minimum number of people
possible.

Subsection (4) imposesacivil liability in instances where seized keys are compromised
by a failure of the safeguards arrangements in this section. There are two elements
to this. Subsection (4)(a) is in respect of a person who fails to ensure that adequate
arrangements arein place for the protection of keys. Subsection (4)(b) appliesto where
a person does not comply with those arrangements properly and compromises akey.

Subsection (5) describes the persons who may bring an action under the terms of this
section. These are limited to persons who have made a disclosure in pursuance of a
notice under section 49 or those whose protected information or key has been disclosed
by some other person in pursuance of a notice.

Section 56: Interpretation of Part |11

302.

This section provides for the interpretation of varioustermsused in Part 111 of the Act.
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Part Iv: Scrutiny Etc of Investigatory Powers and of the Functions of the
Intelligence Services

Commissioners

Section 57: Interception of Communications Commissioner

303.

304.

305.

306.

This Section provides for the appointment of an Interception of Communications
Commissioner to replace the Commissioner appointed under the Interception of
Communications Act 1985. Thisis currently Lord Justice Swinton Thomas.

Subsection (2) details the remit of the Interception Commissioner. This will involve
reviewing:

e the Secretary of State'srolein interception warrantry;
» theoperation of the regime for acquiring communications data;

e any noticesfor requiring the decryption of data authorised by the Secretary of State
which relate to intercepted material or communications data;

» theadequacy of the arrangements made by the Secretary of State for the protection
of intercepted material and by those persons listed in Section 55 for the protection
of encryption keys for intercepted material and communications data.

Subsection (7) requiresthe Secretary of Stateto provide the Interception Commissioner
with sufficient technical facilities and staff, after consultation with him. The provision
itself places no limitation on the number of staff and (subject to Treasury approval as
to numbers) alows flexibility over the numbers, grades and individuals.

Subsection (8) is a transitional provision alowing the existing Interception
Commissioner to take office as the new Interception Commissioner on the coming into
force of this section.

Section 58: Cooperation with and reports by s. 57 Commissioner

307.

308.

Subsection (1) requires that all those who may be involved in requesting, authorising,
or carrying out, interception should cooperate with the Interception Commissioner as
he reviews the operation of the regime.

Subsection (3) provides that the Interception Commissioner should report to the Prime
Minister if he believesthat arrangements made by the Secretary of State areinadequate
for the protection of either intercepted material or decryption keys.

Section 59: Intelligence Services Commissioner

309.

310.
311.

312.

This Section provides for the appointment of an Intelligence Services Commissioner
to replace the Commissioners appointed under the Security Service Act 1989 and the
Intelligence Services Act 1994. Both posts are currently held by Lord Justice Simon
Brown.

Subsection (2) details the remit of the Intelligence Services Commissioner.

Subsection (7) requires the Secretary of State to provide the Intelligence Services
Commissioner with staff, after consultation with him. The provision itself places no
limitation on the number of staff and (subject to Treasury approva as to numbers)
allows flexibility over the numbers, grades and individuals.

Subsection (9) isatransitional provision alowing the existing Intelligence Service Act
Commissioner to take office as the new Intelligence Services Commissioner on the
coming into force of this section.
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Section 61: I nvestigatory powers Commissioner for Northern Ireland

313.  This section provides for the appointment of an Investigatory Powers Commissioner
for Northern Ireland.

314.  Subsection (2) details the remit of this Commissioner

Section 62: Additional functions of Chief Surveillance Commissioner

315. This Section allocates oversight of certain powers in this Act to the existing Chief
Surveillance Commissioner established under the Police Act 1997.

316. It adds to the existing remit of the Chief Surveillance Commissioner the functions
of reviewing the use of surveillance, agents, informants, undercover officers and
decryption notices, and the arrangements for protecting decryption keys, so far as these
are not required to be kept under review by any of the other Commissioners mentioned
inthisAct.

Section 63: Assistant Surveillance Commissioners

317.  This section alows for the appointment of Assistant Surveillance Commissioners to
help the Chief Surveillance Commissioner fulfil his duties. Assistant Surveillance
Commissioners can be circuit judges or equivalent.

Section 64: Delegation of Commissioners' functions

318.  This Section allows Commissioners to del egate statutory powers or duties to members
of staff.

Section 65: The Tribunal

319. This Section establishes a Tribunal, sets out its jurisdiction and gives effect to
Schedule 3, which provides for its constitution and functioning.

320.  Subsections (2) to (8) set out the key elements of the Tribunal’s jurisdiction. It isto
be the appropriate forum for complaints or proceedings in relation to the following
categories.

e any proceedings for actions incompatible with Convention rights which are
proceedings against any of theintelligence services or peopl e acting on their behalf;
or which concern the use of investigatory powers under this Act, any entry on or
interference with property, any interference with wireless telegraphy; where any
of these take place in relation to conduct by any of the public authorities listed in
subsection (6);

e any complaint by a person who believes that he has been subject to any use of
investigatory powersunder thisAct, any entry on or interference with property, any
interference with wireless telegraphy which he believesto have been carried out by
or on behalf of any of theintelligence servicesor in the challengeabl e circumstances
described in subsection (7);

e any complaint by a person that he has suffered detriment as a result of any
prohibition or restriction in Section 17 on his relying on any civil proceedings
(Section 17 imposes various restrictions and prohibitions on the disclosure in court
of intercepted material and related information); and

e any other proceedings against any of the intelligence services or people acting on
their behalf, or which concern the use of investigatory powers under this Act, any
entry on or interference with property, any interference with wireless telegraphy
where any of these take placein relation to conduct by any of the public authorities
listed in subsection (6). This category only applies to proceedings allocated to the
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Tribunal by the Secretary of State. Section 66 makes further provision concerning
such orders.

Subsection (6) limits the Tribunal’s jurisdiction in respect of Human Rights Act cases
and proceedings allocated to the Tribunal by the Secretary of State. Thejurisdiction will
only apply to conduct by or on behalf of the police, Customs or intelligence services.

Subsection (7) qualifiesthefirst and second categories and some elements of the fourth
categories of the Tribunal’s jurisdiction.

Section 66: Orders allocating proceedings to the Tribunal

323.

This Section makes further provision concerning the orders (by affirmative resolution,
see Section 78) that the Secretary of State may make to provide for the Tribunal to
exercise jurisdiction over certain types of case. It ensures that:

* theTribunal is given the power to remit proceedings to the court or tribunal which
would have had jurisdiction but for the order;

e proceedings before the Tribunal are properly heard and considered;

e information is not disclosed where this might be damaging or prejudicial as
described in subsection (2)(b).

Section 67: Exercise of the Tribunal’sjurisdiction

324.

325.

This Section makes further provision concerning the exercise of the Tribunal’s
jurisdiction under Section 65. It describes how the Tribunal is to hear, consider and
investigate complaints and proceedings, confers on the Tribunal the power to award
compensation, quash or cancel any warrant or authorisation and require the destruction
of records of information.

Subsection (7) confers powers on the Tribunal. An order to quash or cancel any warrant
or authorisation would overturn the decision of the person who authorised such an
instrument, and any continued conduct under the terms of the quashed authorisation or
examination of information obtained under its authority would not be lawful.

Section 68: Tribunal procedure

326.

327.

This Section provides for the Tribunal to determine their own procedure (subject to
any rules made by the Secretary of State under Section 69), and requires it to inform
certain persons of proceedings, complaints and their determinations, and empowers it
to require the cooperation of certain personsin exercising their powers and duties.

Subsection (2) empowers the Tribunal to require any Commissioner listed in
subsection (8) to advise it on any matters falling within his knowledge which are
relevant to the Tribunal’ s functions.

Section 69: Tribunal rules

328.

329.

330.

This Section describes those rules which the Secretary of State may make subject to
the affirmative resolution procedure to regulate the Tribunal’s exercise of its powers,
and any matters related to them.

Subsections (2) to (5) describe rules the Secretary of State may make, without limiting
his power to make rules only to those matters listed.

Subsection (6) requires the Secretary of State, in making any rules, to ensure:
e that proceedings before the Tribunal are properly heard and considered; and

» that information is not disclosed where this might be damaging or prejudicial as
described in subsection (2)(b).
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Subsection (7) enables any rules to incorporate, for example, Civil Procedure Rules
which have already been made. This avoids the need to create such rules from scratch
for the Tribunal where they already exist elsewhere.

Subsections (9) to (11) provide that where rules governing the conduct of the Tribunal
are made for the first time, they be made under a special 40 day procedure. This will
ensure that the Tribunal is operational as soon as the substantive provisionsin the Act
are brought into force. For all subsequent rules, the affirmative resolution procedure

will apply.

Section 70: Abolition of jurisdiction in relation to complaints

333.

This Section repeals those provisions listed in subsection (2), which provide for
the jurisdiction of Tribunals established by other Acts of Parliament to investigate
complaints concerning conduct which is in future to be investigated by the Tribunal
established in this Act. Those Tribunals may, however, finish their investigation of
those cases which they begin to consider before the Act comesinto force.

Section 71: Issue and revision of Codes of Practice

334.

335.

336.

This Section deals with the issuing of Codes of Practice to explain in greater detail the
practical arrangements relating to the use of the provisions of this Act.

Subsections (1) and (2) require the Secretary of State to issue one or more Codes of
Practice covering the powers and duties in this Act and those relating to interference
with property or wirelesstelegraphy in either the Intelligence Services Act 1994 or Part
[11 of the Police Act 1997.

Subsections (3), (4) and (5) require the Secretary of State to consult on any Codes of
Practice, lay the drafts before Parliament and bring them into force through an Order
(by affirmative resolution, see Section 78).

Section 72: Effect of Codes of Practice

337.

338.

339.
340.

Subsection (1) requires any person to take account of any applicable Code of Practice
issued under Section 71 while exercising or performing any power or duty under this
Act.

Subsection (2) explains that a failure to comply with a Code of Practice issued under
Section 71 will not of itself constitute a criminal offence or civil tort.

Subsection (3) allows the evidential use of a Code of Practicein court.

Subsection (4) requires that, where relevant, the statutory bodies described in this
subsection must take into account the provisions of a Code of Practice.

Part V: Miscellaneous and Supplemental

Section 73: Conduct in relation to Wireless Telegraphy

341.

342.

This section amends Section 5 of the Wireless Telegraphy Act 1949 and is intended
to ensure that the interception provisions of that Act comply with the Human Rights
Act 1998.

Subsection (1) transfers the words of the existing section 5 of the Wireless Telegraphy
Act to a new subsection 5(1). It also has the effect of removing the general authority
to intercept wireless telegraphy which existed for persons acting in their duty as a
servant of the Crown, and of changing the authority level which isrequired to authorise
interception of wireless telegraphy from “under the authority of the Secretary of State”
to “under the authority of a designated person”.
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“Designated person” isdefined in theinserted section 5(12)

343.

Subsection (2) creates new subsections 5(2) to 5(12) to the Wireless Telegraphy Act
1949 asfollows:

* 5(2) restrictsthe ability of adesignated person to authorise interception of wireless
telegraphy to activity which cannot be warranted or authorised under this Act;

e 5(3) requires that where the an authorisation is granted under the Wireless
Telegraphy Act 1949, consideration must be given to both the necessity and
proportionality of the interception in the context of what is sought to be achieved
through it;

* 5(4) explains the purposes for which an authorisation under the Wireless
Telegraphy Act 1949 may be granted;

» 5(5) requiresthat where arequirement existsto intercept wirel ess telegraphy which
would not meet one of the tests in 5(4) above but would fit within the criteria of
this subsection, a separate authority must be sought;

» 5(6) requires a designated person to consider whether that which is sought to be
achieved through the interception could be done in ancther way;

* 5(10) follows on from subsection (2) and explains that where interception
of wireless telegraphy is required to be authorised under the Regulation of
Investigatory Powers Act, the fact that the applicant cannot be authorised in this
way because heisnot mentioned as one of the bodies to which the Act applies does
not mean that he can rely upon section 5 to obtain authorisation;

* 5(11) explains the meaning of “ separate authority”.

Section 74: Warrants under the Intelligence Services Act 1994

344.

345.

This section changes the test which must be satisfied before a warrant is issued under
section 5 of the Intelligence Services Act 1994. Instead of “likely to be of substantial
value”, the test is now that the Secretary of State must be satisfied that:

» theaction is necessary for the purpose of afunction of the intelligence agency;
e theactionis proportionate to what it seeksto achieve;

» the action authorised by the warrant could not reasonably be achieved by other
means.

Subsection (3) amends the urgent provisions so that a senior official of any department
may sign an urgent warrant issued on the oral authority of the Secretary of State. Such
a senior official will be a member of the Senior Civil Service or its equivalent in the
Diplomatic Service.

Section 75: Authorisations under Part |11 of the Police Act 1997

346.
347.

348.

This Section makes amendments to Part 111 of the Police Act 1997.

Subsections (2) and (3) amend section 93 of the Police Act to allow apolice authorising
officer to authorise interference with property outside his force area solely for the
purpose of maintenance or retrieval of equipment. This will allow a chief constable
to authorise action to maintain or retrieve a tracking device from a vehicle that has
travelled outside the force area, without having to seek authorisation from the chief
constableinto whose areathe vehicle hastravelled. In addition it removestherestriction
on where a customs officer may act.

In the sameway that Section 74 amendsthe I ntelligence Services Act 1994, subsections
(4) and (5) introduce the new tests in the Part |11 authorisation process. These again
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reguire that the action authorised must be necessary and proportionate to what it seeks
to achieve and that the action could not reasonably be achieved by other means.

Subsection (5) provides for an authorising officer of the Royal Ulster Constabulary to
authorise interference with property or wireless telegraphy whereit is necessary in the
interests of national security aswell asfor the prevention or detection of serious crime.
Thisisrequired because of the particular responsibilities of the Chief Constable of the
RUC in relation to counter-terrorism.

Subsections (6), (7) and (8) extend the provisions of Part 11 to allow the chief constables
of the British Transport Police and the Ministry of Defence Police and the Provost
Marshals of the three service palice forces to be authorising officers and to authorise
interference with property or wireless telegraphy within their own jurisdictions. It also
allows the Deputy Director General of the National Crime Squad to be an authorising
officer in his own right and for the Commissioners of Customs & Excise to designate
more than one customs officer to act as an authorising officer.

Subsection (7) makes an amendment to section 93(6) to provide that "relevant area" for
the MOD police means the places described in section 2 of the Ministry of Defence
Police Act 1987.

Subsection (8) makes provision about where the Service Police forces may exercise
powers under the 1997 Act.

Section 76: Surveillance operations beginning in Scotland

353.

This section provides that surveillance operations which properly begin in Scotland
under the Regulation of Investigatory Powers (Scotland) Act can be continued in
England under the original authorisation should circumstances arise which make that
necessary. But the section stipulates that such authorisations can only be valid for three
weeks outside the Scottish jurisdiction.

Section 79: Criminal liability of directorsetc

354.

This Section provides for personal criminal liability on the part of certain individuals
in companies and other bodies corporate.

Section 80: General saving for lawful conduct

355.

Section 80 ensures that nothing in this Act makes any actions unlawful unless that is
explicitly stated. The availability of an authorisation or awarrant does not mean that it
isunlawful not to seek or obtain one. In thisrespect, the Act must be read with section 6
of the Human Rights Act, which makesit unlawful to actin away whichisincompatible
with a Convention right.

Schedule 1: Relevant Public Authorities

356.

Part | of Schedule 1 lists those public authorities entitled to use the powers of directed
surveillance and covert human intelligence sources under sections 28 and 29 of thisAct.
Part 11 of Schedule 1 lists those public authorities entitled to use the power of directed
surveillance only, under section 28 of this Act

Schedule 2: Persons Having the Appropriate Permission

357.

Schedule 2 deals with the duration and types of appropriate permission which may
empower aperson to serve a notice under section 49 of this Act requiring disclosure of
information. The authority required to grant such permission varies depending on the
powers under which unintélligible information is or is likely to be obtained.
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Paragraph 1: Requirement that appropriate permission is granted by a judge
358.  This paragraph states that subject to the provisions of the paragraphs below, authority
to serve a notice must be given by ajudge as described in Sub-paragraph (1).

359. The effect of Sub-paragraph (2) is that where a judge’s permission has been obtained
under this paragraph, no further authority is required to serve a notice.

Paragraph 2: Data obtained under warrant etc

360. Thisparagraph dealswith unintelligible information whichisor islikely to be obtained
under a statutory power exercised in accordance with:;

* awarrant issued by the Secretary of State or a person holding judicial office; or
e anauthorisation under Part 111 of the Police Act 1997.

Examples of legislation under which the Secretary of Sate may issue a warrant include
Chapter | of Part | of this Act and the Intelligence Services Act 1994. Examples of
legislation under which a person holding judicial office may issue a warrant include
the Police and Criminal Evidence Act 1984 and the Drug Trafficking Act 1994.

361. Sub-paragraph (2) states that the warrant or authorisation may empower a person to
serve a notice requiring disclosure if:

e thewarrant or authorisation gave explicit permission for the notice to be given; or

e written permission has been given by the authority since the warrant or
authorisation was issued.

362.  Sub-paragraphs (3) to (5) describe those persons who are capable of having the
appropriate permission to serve anotice in relation to material to which this paragraph
applies. And Sub-paragraphs (6) to (8) describe those personswho may issue awarrant
or authorisation in relation to such material.

363. The effect of this paragraph is that where, for example, protected material has been
obtained under an interception warrant, the authorisation to serve a disclosure notice
may be granted by the Secretary of State.

364.  Sub-paragraph (9) excludes from this paragraph unintelligible information:
» which has been obtained under a statutory power without a warrant; but

e which has been obtained in the course of, or in connection with, an exercise of
another power for which awarrant was required.

365. Thismight include, for example, cases where a constable has aright to enter premises
under a warrant and while on the premises uncovers matter which he suspects to be
evidence of a crime unrelated to the warrant itself, in accordance with e.g. section 19
of the Police and Criminal Evidence Act 1984 (PACE).

Paragraph 3: Data obtained by the intelligence services under statute but without a
warrant

366.  Thisparagraph dealswith unintelligibleinformation whichis, or islikely to be, lawfully
obtained by the intelligence services but not under awarrant issued by the Secretary of
State. Thismight include, for example, material obtained under adirected surveillance
authorisation given under Part |1 of this Act.

367. Sub-paragraph (2) enables the Secretary of State to give authority for a notice to be
served in such instances.
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Paragraph 4: Data obtained under statute by other persons but without a warrant

368.  Thisparagraph dealswith unintelligible information which isor islikely to be obtained
by certain agencies (other than the intelligence services) under statutory powers but not
under a warrant issued by the Secretary of State or judicia authority. This includes,
for example, material obtained by the police under powers conferred by section 19 of
PACE.

369. Theeffect of Sub-paragraph (2) isthat senior officers of the police, customs and excise
and armed forces (as described in Paragraph 6) may authorise the service of awritten
notice in relation to material to which this paragraph applies.

370.  The effect of sub-paragraph (3) is that where material to which this paragraph applies
is obtained by agencies other than those described in Sub-paragraph (2), authority to
serve a written notice is to be given by ajudge, provided that the stipulations set out
in Sub-paragraph (4) are complied with.

Paragraph 5: Data obtained without the exercise of statutory powers

371.  This paragraph deals with unintelligible information which is or is likely to come into
the possession of an intelligence service, the police or customs and excise by any other
lawful means not involving the exercise of statutory powers (e.g. material which has
been voluntarily handed over).

372.  Theeffect of Sub-paragraph (2) isto enable the Secretary of Stateto give hispermission
toserveanoticein relation to material, obtained by anintelligence service, falling under

this paragraph.
Paragraph 6: General requirementsrelating to the appropriate permission

373.  This paragraph makes some further stipulations about the categories of person who
may be empowered to require disclosure. It also makes some stipulations about the
permissions that may be given by members of the police, customs and excise and the
armed forces.

374.  Sub-paragraph (3) states that in the case of information which has come into the
police's possession by means of powers to stop and search vehicles and pedestrians
under the Terrorism Act 2000 or the Prevention of Terrorism (Temporary Provisions)
Act 1989 (PTA), those abl e to authorise the serving of notice must be an officer of police
of or above the rank specified in section 44 and section 13A of those Acts respectively.

Section 13A of the PTA, for example, specifies such ranks as:
« commander of the metropolitan police, as respects the metropolitan police area;
» commander of the City of London police, as respects the City of London; or

» assistant chief constable for any other police area.

Paragraph 7: Duration of permission

375.  This paragraph provides for the duration of the validity of authorisations to serve a
notice and prevents the issue of a notice after the authorisation has expired.

Paragraph 8: Formalities for permissions granted by the Secretary of State

376. This paragraph states that any permissions granted by the Secretary of State in
accordance with Schedule 2 may only be granted:

» if signed by him personally; or

e if signed by a member of the Senior Civil Service (or Diplomatic Service
equivalent) and expressly authorised by the Secretary of State. The express
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authorisation must be in relation to that particular warrant (i.e. there can be no
standing authorisation).

Schedule 3: The Tribunal

377.  This Schedule provides for the constitution of the Tribunal established under Section
65.

Paragraph 1: Membership of the Tribunal
378.  This paragraph determines the membership of the Tribunal.

379.  Sub-paragraph (1) ensures that members of the Tribunal may be drawn from the legal
profession in al parts of the United Kingdom.

“High Judicial Office” is defined in Section 25 of the Appellate Jurisdiction Act
1876 asfollows:

““High Judicial Office’ means any of the following offices; that is to say

Theoffice of Lord Chancellor of Great Britain... or of Judge of one of Her Majesty’s
superior courts of Great Britain and Ireland:

‘Superior courts of Great Britain and Ireland’ means and includes

As to England, Her Majesty’s High Court of Justice and Her Majesty’s Court
of Appeal; and

Asto Northern Ireland, Her Majesty’ sHigh Court of Justicein Northern Ireland
and Her Majesty’'s Court of Appeal in Northern Ireland; and

As to Scotland, the Court of Session.”

The Appellate Jurisdiction Act of 1887 amended the term ‘High Judicial Office’ in
Section 5 to include the office of a Lord of Appeal in Ordinary and the office of
a member of the Judicial Committee of the Privy Council.

The requirement of ten years standing means that only those eligible for
appointment to the judiciary can serve.

The Courts and Legal Services Act 1990 states that a person has a “ general
gualification” if hehasaright of audienceinrelation to any class of proceedings
in any part of the Supreme Court, or all proceedings in county courts or
magistrates courts.

380.  Sub-paragraph (3) limitstheterm of officeto fiveyears. A member whoseterm of office
expiresis eligible for reappointment. Were he to serve a second time he would have to
be re-appointed by further Letters Patent. Thereis no retirement age.

381.  Sub-paragraph (4) provides the means whereby a member may resign.

Paragraph 2: President and Vice-President

382.  This paragraph establishes the positions of President and Vice-President who will be
members of the Tribunal.

Paragraph 3: Members of the Tribunal with special responsibilities
383.  This paragraph requires the President of the Tribunal:

* to give one or more members of the Tribunal special responsibility for matters
involving the intelligence services; and

* to ensure that in the consideration or hearing of any complaints or proceedings
considered by the Tribunal which relate to an alegation against any of the
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intelligence services or their members or to conduct by or on behalf of any of those
services or their members, the Tribunal on that occasion includes one or more of
the members with such special responsibility.

Paragraph 4: Salaries and expenses

384. This paragraph deals with the payments of the members of the Tribunal and of its
expenses.

Paragraph 5: Officers

385.  Sub-paragraph (1) provides for the appointment of officers of the Tribunal by the
Secretary of State, after consultation with the Tribunal. The Secretary of State may
not therefore proceed unilaterally to make appointments. The provision itself places
no limitation on the number of officers and (subject to Treasury approva as numbers)
alows flexibility over the numbers, grades and individuals.

386. Sub-paragraph (2) enables an officer who is so authorised by the Tribunal to obtain
documents or information on the Tribunal’ s behalf.

Paragraph 6: Parliamentary disqualification

387.  The parts of the Schedules referred to in this paragraph list the bodies whose members
are disqualified from membership of the House of Commons and the Northern Ireland
Assembly respectively. They include Tribunals and public Boards, Commissions and
Councils. Members of this Tribunal (as people paid for adjudicating in a quasi-judicial
capacity on the decisions of Ministers, and able to overturn those decisions) clearly fall
within the category of those who are normally disqualified.

Schedule 4
Paragraph 8: The Police Act 1997 (c.50)

388.  This makes necessary consequential changesin the light of the amendmentsto Part [11
of the Police Act 1997. These take account of the extension of authorising powersto the
Ministry of Defence Police, the British Transport Police, the Service Police, the three
service police forces, the Deputy Director General of the National Crime Squad and
additional designated customs officers.

389.  Sub-paragraph (10) extends the functions of the Chief Surveillance Commissioner so
that he reports annually to the Prime Minister and at any other time on any matters
arising from his functions in relation to Part |1l of the Police Act 1997 or Part 1l of
this Act.

390. Sub-paragraph (11) imposes a duty on those exercising functions under these
provisions to disclose or provide the Chief Surveillance Commissioner with any
documents or information he requires to enable him to carry out his functions. It aso
imposesaduty on every Commissioner to givethe Tribunal established under section 65
of this Act all such assistance as may be required.

COMMENCEMENT DATE

391.  Section 83(2) provides that the provisions of this Act will come into force as set out
by the Secretary of State by order.

Hansard References

Thefollowing table sets out the dates and hansard references for each stage of thisAct's
passage through Parliament.
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Stage Date Hansard Reference

House Of Commons
Introduction 9 February 2000 Col 251 — 252
Second Reading 6 March 2000 Col 767-838
Committee 1% Sitting, 14 March 2000 Standing Committee F

2" Sitting, 16 March 2000

3 Sitting, 16 March 2000

4" Sitting, 21 March 2000

5" Sitting, 23 March 2000

6™ Sitting, 28 March 2000

7" Sitting, 28 March 2000

8" Sitting, 30 March 2000

o™ Sitting, 4 April 2000

10™ Sitting, 4 April 2000

11™ Sitting, 6 April 2000
Report and Third Reading 8 May 2000 Col 531 -618
House of Lords
Introduction 9 May 2000 Col 1373
Second Reading 25 May 2000 Col 880-913
Committee 12 June 2000 Col 1404 — 1508
19 June 2000 Col 11-146
28 June 2000 Col 900 -1058
Report 12 July 2000 Col 255 -364
Third Reading 19 July 2000 Col 1017 - 1081

Royal Assent — 28 July 2000

House of Lords Hansard volume Col.

House of Commons Hansard volume Col.
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